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DARPADARPA

Scalable for 
TUAVs

WIN-T 
Backbone 

Advanced SIGINT

Airborne Communications Node (ACN) Airborne Communications Node (ACN) 
ConceptConcept

ACN390v002

Seamless Interoperability
Information Assurance 
Robust Operation 
Adaptability
Scalability

Features

Communications
SIGINT

Functions

- BLOS & Any-to-Any Connectivity - Warfighter Mobility
- Relief of SATCOM Oversubscription - SIGINT / Communications Synergy
- Early Entry / Rapid Insertion - Tactical SIGINT

Utility
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DARPADARPA HighHigh--Level Communications Level Communications 
Architecture ConceptArchitecture Concept

RF or Optical Link
Gateway

Space Backbone

Optical or RF

Tactical Networks

RF Link

Terrestrial Backbone

RF or Optical Airborne Comm Node

Integrate IC, NASA, DoD, DoS  Communications Systems 
Synchronize Space, Air, and Terrestrial  Transport Layers

Relay
SATCOM

SATCOM

RF Link
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DARPADARPA Platform Agnostic ArchitecturePlatform Agnostic Architecture

25 lbs
4 Channels

100 lbs
12 Channels

900 lbs
100 Channels

Scaleable and Modular Architecture
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DARPADARPA
ACN Utility:ACN Utility:

BLOS AnyBLOS Any--toto--Any ConnectivityAny Connectivity

Naval Forces &Naval Forces &
Naval C4I Naval C4I 

Elements AfloatElements Afloat

Sensor PlatformsSensor Platforms

Offensive Air Offensive Air 
SupportSupport

Air DefenseAir Defense

InterdictionInterdiction

CONUSCONUS

Theater Theater 
CommandCommand

Mobile Land Mobile Land 
ForcesForces

Attack Attack 
ForcesForces
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DARPADARPA
ACN Utility:ACN Utility:

Relieve SATCOM OversubscriptionRelieve SATCOM Oversubscription
ACN377v001

ACN Can Offload “Within the Battlespace” Accesses and Provide BLOS Connectivity to 
Fiber Nodes for “Outside the Battlespace” Accesses

ACN Can Offload “Within the Battlespace” Accesses and Provide BLOS Connectivity to 
Fiber Nodes for “Outside the Battlespace” Accesses

Within the Battlespace:
• 2.5 GBPS Wideband (170 Accesses)
• 675 Narrowband Networks

Within the Battlespace:
• 2.5 GBPS Wideband (170 Accesses)
• 675 Narrowband Networks

“Within the Battlespace”
Requirements are:

• > 50% of Wideband Total
• > 95% of Narrowband Total

Into the Battlespace
• 1.15 GBPS 

Wideband (360 
Accesses)

• Hand-full of 
Narrowband Nets & 
P-Ps

Into the Battlespace
• 1.15 GBPS 

Wideband (360 
Accesses)

• Hand-full of 
Narrowband Nets & 
P-Ps

Out of the Battlespace:
• 1 GBPS Wideband (310 

Accesses)
• Handful of Narrowband 

Nets & P-Ps

Out of the Battlespace:
• 1 GBPS Wideband (310 

Accesses)
• Handful of Narrowband 

Nets & P-Ps2000 by 3500 km2000 by 3500 km

Source:  “The Demand for SATCOM Today and in the Future,” J6, Nov. 1997
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DARPADARPA CommsComms, SIGINT, and EW, SIGINT, and EW
ConvergenceConvergence

IF
Distribution

IF
Distribution

DSPDSP

System 
Proc & Cntl

System 
Proc & Cntl

DatabasesDatabases

LPI CodingLPI Coding

Low Band TunersLow Band Tuners
IF

Digitizers
IF

Digitizers

Rx Antennas

High 
Power 

Amplifier

High 
Power 

Amplifier
Band Pass FiltersBand Pass Filters

Tx Antennas

BeamformerBeamformer

CCI 
Mitigation

CCI 
Mitigation

IF
Distribution

IF
Distribution

DSPDSP

System Proc 
& Cntl

System Proc 
& Cntl

DatabasesDatabases

Encrypted 
Storage

Encrypted 
Storage

Low Band TunersLow Band Tuners
IF

Digitizers
IF

Digitizers

Rx Antennas

BeamformerBeamformer

CCI 
Mitigation

CCI 
Mitigation

Vulnerabilities, CCI Techniques, Spectrum Utilization

LPD Techniques, Commercial Systems, Bands of Interest

Synergistic Capabilities
• Opportunity for multi-mission platforms
• SIGINT can find “holes” in spectrum for transmission
• Platforms can work together for “direction finding”, 

conduct IW, ...

Synergistic Capabilities
• Opportunity for multi-mission platforms
• SIGINT can find “holes” in spectrum for transmission
• Platforms can work together for “direction finding”, 

conduct IW, ...

SIGINTComms

Common Functionality
• Antenna Beamsteering
• Wideband RF Frontend

• 20 MHz - > 18 GHz
• 90 dB Dynamic Range
• 50 - 100 MHz BW

• High Speed MODEM
• 3 - 10 GFLOP
• AM, FM, QAM, QPSK

Common FunctionalityCommon Functionality
•• Antenna Antenna BeamsteeringBeamsteering
•• Wideband RF Wideband RF FrontendFrontend

•• 20 MHz 20 MHz -- > 18 GHz> 18 GHz
•• 90 dB Dynamic Range90 dB Dynamic Range
•• 50 50 -- 100 MHz BW100 MHz BW

•• High Speed MODEMHigh Speed MODEM
•• 3 3 -- 10 GFLOP10 GFLOP
•• AM, FM, QAM, QPSKAM, FM, QAM, QPSK

ACN391v001
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DARPADARPA
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Communications / SIGINT SynergyCommunications / SIGINT Synergy
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Non-cooperative
Emitter B
90% Error
Ellipse

∆ T1

∆ T2
∆ T3

∆ T4

∆ T5

∆ T6

SIGINT

Latitude 42.02939
Longitude -135.25959
Frequency 146.349
Modulation NBFM
Voice Model Cpt . Lewis
Function Missile Battery
Alert State Active
Trigger On loc 310.0299

Signals of InterestData Fusion

•Onboard Assets Can Track SOI
+ Crosslinks Allow Cooperative 

Tracking and Precise 
Geolocation

+ Advanced Antenna Design and 
Signal Processing Supports 
Tracking with a Single Platform

Communications

Signal Environment
• Wideband Receiver Can Support:

+ Dynamic Spectrum Allocation --
Transmit in the Spectrum “Holes”

+ Signals-of-Interest (SOI) Detection

• Common Hardware & Software Reduces:
– Size, Weight, and Power
– Life Cycle Cost
– Training
– Logistics

• Common Hardware & Software Reduces:
– Size, Weight, and Power
– Life Cycle Cost
– Training
– Logistics
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UDP

MAC

ATM

MPOA

IPv6

SNDCF

802.3

TCP

Surgical
Attacks
Against
Specific
Layers of
Comm
protocols

Information Warfare
Protocol Stack

• Modify the SOI and Retransmit the 
Signal for Information Warfare 
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DARPADARPA Current ProgramCurrent Program
ACN315v002

FY00 FY01 FY02 FY03 FY04 FY05

Phase I

Phase II Core 

DARPA
Downselect to 2

Tech Development

Phase III (JPO/ACTD) Build/Integrate

LRIPAcquisition
Assessment

Downselect to
One Contractor

Service-Led

DARPA/Service
Phase II Option

ACTD Readiness Review
• Phase III Proposal
• CDR Level Review

System Design Review
• Technology Int. Plan
• Draft System Requirements
• System Int. Plan
• Physical Arch. Allocation

* Possible Downselect to One Contractor

System Performance Review*
• Technology Test Results
• System Performance Prediction
• Phase III ROM

End of Phase II

JTRS SCA 2.0 JTRS Step 2B WIN-T FUE WIN-T Demos

May 1

System 
Design

Tech 
Completion 

Phase II Option
Go/No Go Decision

• DARPA Concentrates on Revolutionary Technology
• Phase II Technology Products are Applicable Outside ACN (e.g. JTRS, SIGINT)
• Technology Development Consistent with JTRS and WIN-T Demos

• DARPA Concentrates on Revolutionary Technology
• Phase II Technology Products are Applicable Outside ACN (e.g. JTRS, SIGINT)
• Technology Development Consistent with JTRS and WIN-T Demos
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DARPADARPA ACN Phase II TeamsACN Phase II Teams
ACN008v003

Major Program Events
Phase II Program Kickoff May 2000
Architecture Review Sep 2000
System Performance Review Sep 2001
System Design Review (“PDR”) Jan 2002
Phase III Readiness Review (“CDR”) Aug 2002

Major Program EventsMajor Program Events
Phase II Program KickoffPhase II Program Kickoff MayMay 20002000
Architecture ReviewArchitecture Review SepSep 20002000
System Performance ReviewSystem Performance Review SepSep 20012001
System Design Review (“PDR”)System Design Review (“PDR”) JanJan 20022002
Phase III Readiness Review (“CDR”)Phase III Readiness Review (“CDR”) AugAug 20022002
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