NETEX Test Master Plan

APPENDIX A
UWB EMI TEST PLAN FOR THE AN/ARC-210 VHF AM MODE

1.0 INTRODUCTION

The AN/ARC-210 very high frequency/ultra high frequency (VHF/UHF) Communication
System is a line-of-sight; multi-mode transmitter/receiver system incorporating advanced
electromagnetic counter-counter measures (ECCM). The AN/ARC-210 emulates the
Single Channel Ground and Airborne Radio System (SINCGARS) in the VHF band (30
MHZ to 88 MHz) and emulates the HAVE QUICK radio in the UHF band (225 MHz to
400 MHz). The AN/ARC-210 uses frequency modulation (FM) in the 30 MHz to 88
MHz band and both amplitude modulation (AM) and FM in the 225 MHz to 400 MHz
band. In addition, the radio is capable of providing AM operation in the 108 MHz to 156
MHz band and FM operation in the 156 MHz to 174 MHz band. The nominal sensitivity
of the receiver is —103 dBm for AM operation and —108 dBm for FM operation. The
system can operate in either fixed frequency or frequency-hopping modes with 25 kHz
channel spacing. This test plan is for the AN/ARC-210 operating in the VHF AM Mode
in the frequency band from 108 MHz to 156 MHz.

2.0 OVERALL TEST OBJECTIVE

The overall objective of the test is to determine the electromagnetic interference (EMI)
susceptibility of the AN/ARC-210 (operating in the VHF AM Mode) to conducted ultra-
wideband (UWB) signals that are injected into the receiver antenna port. The results of
this investigation will provide the information necessary to evaluate the potential for
UWRB signals to interfere with the AN/ARC-210 and to understand how UWB systems
could be implemented to make use of their unique capabilities without causing EMI.

3.0 TEST APPROACH

In order to accomplish the test objective, there are several parameters that must be
measured. These parameters are the sensitivity of the receiver to the desired signal and
the susceptibility of the receiver to noise and selected UWB interfering signals. The test
will be performed for the receiver operating in both fixed tuned and frequency-hopping
modes.

The tests will be performed at the Naval Air Warfare Center Aircraft Division (NAWC
AD) Electromagnetic Environmental Effects (E’) facility by personnel that are familiar
with EMI test equipment and are knowledgeable about EMI test procedures and
techniques. For the type of scientific testing required for this project, detailed
“cookbook™ test procedures may be too restrictive and may impede testing. Therefore,
detailed test procedures are not considered to be necessary and will not be provided in
this test plan. Instead, the plan outlines procedures that will be dynamically adapted
during the tests and recorded to ensure consistency and repeatability.
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4.0 UWB WAVEFORMS

The UWB waveform parameters that will be used for the AN/ARC-210 receiver shall be
selected from the set of waveforms that are presented below. When a filtered baseband
pulse waveform is used, the frequency band for the UWB signal shall be selected so the
receiver operating band (108 MHz to 156 MHz) falls within the UWB signal band.
When the waveform is generated by an unfiltered baseband pulse, the selection of the
frequency band does not apply.

The first five waveforms described below should provide the most EMI impact on a
receiver. If none of the first five waveforms produce significant EMI impact on the EUT,
the impact with other waveforms will be negligible and the testing can end at this point.
If any of the first five waveforms result in EMI, additional testing shall be performed
using waveforms 6 and 7 to provide a better characterization of the impact.

After completion of testing for the victim specific waveform, each victim will be tested
using both of the generic phase shift UWB “Communication” Waveforms, Waveforms 8
and 9, and the generic On-OFF Keying (OOK) UWB “Communication” Waveforms,
Waveform 10. These waveforms have been designed to simulate idealized actual UWB
communications code schemes and will provide an indication of the EMC of such special
codes.

4.1 Test Waveform One (TW1)

For the first test waveform, the pulse repetition frequency (PRF) shall be the maximum
value available from the pulse generator that results in the fundamental or a harmonic of
the PRF falling within the tuning bandwidth of the receiver.! For the AN/ARC-210
operating in the VHF AM Mode, the test frequencies will be 112.8 MHz, 132 MHZ and
151.2 MHZ. The corresponding PRFs for the first test waveform shall be equal to 56.4
MHz, 66 MHz and 75.6 MHz respectively. This first test waveform shall not be dithered
or modulated. For this case, only one spectral line will fall within the intermediate
frequency (IF) passband and the IF signal will appear to be a continuous wave (CW)
signal. The receiver shall be tuned to the spectral line.

4.2 Test Waveform Two (TW2)

For the second test waveform, the basic PRF shall be the same as described for the first
test waveform. However, the pulses shall be randomly dithered to fill 50% of the IF
passband. This will result in a noise like signal in the IF passband and the receiver shall
be tuned for maximum impact from the UWB signal.

! Note that the reference frequency for the UWB pulse generator is the PRF. Therefore, the terms fundamental and harmonic refer to
the fundamental and harmonics of the PRF.
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4.3 Test Waveform Three (TW3)

For the third test waveform, the PRF shall be 25 kHz. The pulses shall be dithered
randomly to fill 100% of the IF passband. This will result in a noise like signal across the
tuning range of the receiver.

4.4 Test Waveform Four (TW4)

For the fourth test waveform, the PRF shall be 25 kHz. The signal shall not be dithered
but the waveform shall be modulated with on-off keying (OOK). This type of UWB
interfering signal will result in a modulated signal in the IF passband and the receiver
shall be tuned for a maximum impact from the UWB interference.

4.5 Test Waveform Five (TW5)

For the fifth test waveform, the PRF shall be 2.5 kHz. The waveform shall not be
modulated or dithered. For this case, the PRF will be slow relative to the IF response
time so the individual pulses will appear in the IF (however, the pulse width will be
increased and the peak power will be reduced). For this waveform approximately 10
spectral lines will fall within the IF passband.

4.6 Test Waveform Six (TW6)

For the sixth test waveform, the PRF shall be 250 kHz and the pulses shall not be
dithered or modulated. For this case, the PRF will be fast relative to the IF response time.
Therefore, the signal will appear to be continuous and the effect will be that of a CW
signal. Only one spectral line can fall within the IF passband and there should be a
spectral line in every tenth channel. To the extent possible the receiver shall be tuned to
the spectral line closest to the designated test frequency.

4.7 Test Waveform Seven (TW?7)

For the seventh test waveform, the PRF shall be 250 kHz and the pulses shall be dithered
randomly to cover 25% of the IF bandwidth. This will result in a noise like signal in the
IF passband for every tenth channel and the receiver shall be tuned for a maximum
impact from the UWB waveform.

4.8 Test Waveform Eight (TWS)

The eighth test waveform is a stream of doublets with random initial phase orientation.
The value of the symbol is determined by the phase relationship of the two pulses in the
doublet as shown in Table 1. The two pulses in the doublet are separated by about 1 ns.
Doublets themselves have burst repetition interval (BRI) of about 267 ns apart, allowing
for a data rate of about 3.75 Mb/s for a high data rate or about 15.625 ps apart, allowing
for a data rate of about 64 kb/s for a low data rate. The high data rate timing retains the
ratio of peak to average spectral density described in the recent FCC ruling.
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Table 1. Pseudorandom Noise Doublet Symbol Mapping

Data=0 Data=1
PN=0 + + + -
PN=1 -- -+

Data is sent in packets of 1200 bits. This includes 1024 of payload data plus 176 bits of
header. High data rate packets would be sent at the 3.75 Mp/s rate and last 320 ps. The
packets would occur once every 8 ms and the packets would occur once every 8 ms. Low
data rate packets would be sent at the 64 kp/s rate and last 18.75 ms and the packet would
occur once every 468.75 ms. The payload data would be random, or all ones, or all zeros.
The header data would be the same for each packet. Use all ones or all zeros for the
header.

4.9 Test Waveform Nine (TW9)

The ninth test waveform is a stream of doublets with fixed initial phase orientation. The
value of the symbol is determined by the phase relationship of the two pulses in the
doublet as shown in Table 2. The two pulses in the doublet are separated by about 5.708
ns. Doublets themselves have burst repetition interval (BRI) of about 17.123 ns apart,
allowing for a data rate of about 58.4 Mb/s. The code has a maximum length 0f 1023 bits.
This pulse spacing provides a spectrum with nulls every 175.2 MHz.

Table 2. Constant Phase Doublet Symbol Mapping

DATA SYMBOL
0 -+
1 + -

This waveform has three data rates based on the initial 58.4 Mb/s base data rate. The
high data rate is simply a continuous stream at this rate. The medium data rate sends a
burst of 1023 random symbols with a 175.17 us BRI for a 10% burst duty factor. The
low data rate sends a burst of 1023 random symbols with a 1.7517 ms BRI for a 1% burst
duty factor.

4.10 Test Waveform Ten (TW10)

The tenth test waveform is an OOK pattern. Bit spacing is about 5 ns. Every 206 us a
training preamble of constant data rate pulses is sent. There is only one data rate for this
waveform.
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5.0 RECEIVER SUSCEPTIBILITY TEST

The objective of the receiver susceptibility tests is to obtain data that will provide useful
information on the susceptibility of AN/ARC-210 receivers to UWB interference. The
tests will be performed using either one or two signals. With the one signal tests, a UWB
interfering signal is input to the receiver under test and the output is observed. The
receiver is considered to be susceptible if the UWB interfering signal produces a
detectable change in the receiver output. No intended in-band signal is used for this test.
For the AN/ARC-210, the concern is that EMI may cause changes in the output of the
receiver that will impact the desired functionality of the received signal. The changes in
the output of the receiver may be manifested as: a change in the output noise; the
production of interference at the output; or, activation (of the automatic gain control, etc).

The two signal susceptibility tests described in this test plan require that the receiver
desired signal and a UWB interfering signal be simultaneously injected into the receiver
antenna port. The concern is that EMI can degrade the performance of the AN/ARC-210.
The baseline performance is defined in terms of a standard response that is used to
determine receiver sensitivity and provides the basis for the susceptibility tests. For the
AN/ARC-210, the standard response is usually defined in terms of a signal to
interference, noise, and distortion (SINAD) ratio or a bit error rate (BER). The
sensitivity is measured before the susceptibility tests are performed.

There are two approaches that may be used for the two signal susceptibility tests. For the
first approach, the desired signal level is fixed at a level that is 6 dB above the standard
response level and the receiver susceptibility to UWB interference is determined by
slowly increasing the UWB signal strength until the receiver can no longer maintain a
standard response. The susceptibility level describes the effect of the UWB interfering
signal when the desired signal is close to the standard response level.

For the second approach, a high level UWB interfering signal (e.g., 20 dB above the
receiver sensitivity) is injected and the desired signal level that is required for satisfactory
operation of the receiver is determined. The information obtained from this test may be
used to determine the reduction in range that the receiver will experience as a result of
UWRB interference. These levels are a better indication of the degradation resulting from
UWRB interference when the receiver has significant desired signal to operate with and is
more typical of normal operations.

5.1 Receiver Sensitivity Measurement — Fixed Frequency Mode

The receiver sensitivity level is specified as the signal level required creating an
appropriate standard response that results in satisfactory operation of the receiver. For
operation of the AN/ARC-210 in a fixed frequency mode, the standard response is the
level that results in a SINAD equal to 10 dB. The receiver sensitivity is measured using
an on-tune desired signal that contains the normal receiver modulation.
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5.1.1 Receiver Sensitivity Measurement — Fixed Frequency Mode Objective

The objective of this test is to determine the sensitivity of the AN/ARC-210 receiver
operating in a fixed frequency mode.

5.1.2 Receiver Sensitivity Measurement — Fixed Frequency Mode Test Set-Up

The test set-up diagram for the receiver sensitivity test is shown in Figure 1.

Spectrum
Analyzer

_______ L

Pre-Amplifie
(as required

~ =

UWB Signal RF In Receiver
Source Coupler EPT
! Data E
| Out |
l !
l !
! i
o \ BER | |
i Monitor 1

Figure 1. Receiver Sensitivity Test Set-Up

A signal generator or a signal simulator is used to generate the signal used for the test. A
spectrum analyzer is used to monitor and measure the signal level at the input to the
receiver EUT. A pre-amplifier connected at the input of the spectrum analyzer may be
required to observe the signal during the sensitivity test. Alternatively, after the
sensitivity level is established, the signal level can be raised by a known, fixed amount
(e.g., 40 dB) to enable the spectrum analyzer measurement to be made.

Spectrum analyzer levels shall be corrected for the pre-amplifier gain (if used) plus
coupler and/or cable losses that exist in the measurement system. The receiver operation
is verified to be satisfactory by monitoring the receiver output and/or measuring the BER
of the information data.
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Receiver Sensitivity Measurement — Fixed Frequency Mode Test Procedure

The general test procedure for determining receiver sensitivity for operation in a fixed
frequency mode is as follows:

1.

Tune the receiver to a test frequency. Set the desired signal simulator to the tuned
frequency of the receiver and adjust the output power to a level that is at least 10
dB below the receiver nominal sensitivity. The simulator signal shall be
modulated in the normal manner used by the receiver and, if appropriate, coded
with the receiver’s internal code. Verify that the receiver has not achieved a
standard response condition for the low level signal.

Increase the signal simulator power level until the receiver standard response
level is obtained (i.e., 10 dB SINAD). Be sure to pause between each increase in
signal power by an amount exceeding the maximum specified settling time for the
receiver. Record this as the “standard response acquisition threshold” (ACQ) on
the data sheet in Table 3.

Increase the input power level an additional 10 dB above the ACQ.

Decrease the input power level until the standard response condition is impacted.
Record on the data sheet (Table 3) the input power level at which loss of the
standard response was first observed. This level is termed the “signal upset
threshold” (SUPSET) level. It shall be noted that ACQ and SUPSET may occur
at the same level.

Steps 1 through 4 shall be performed at frequencies of 112.8 MHz, 132 MHz and
151.2 MHz.

If the receiver operates at multiple modes/rates, repeat Steps 1 through 5 while the
receiver is operating at several representative modes (e.g., if the receiver operates
at several data rates, make the measurements with the receiver operating at
minimum, maximum, and nominal data rates).

5.1.4 Receiver Sensitivity Measurement — Fixed Frequency Mode Test Output

The required results from the receiver sensitivity test consist of documenting the ACQ
and SUPSET thresholds on the data sheet provided in Table 3. An average threshold
value shall be specified if significant differences exist between the thresholds determined
in the multiple test trials.
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TABLE 3. DATA SHEET FOR SENSITIVITY MEASUREMENTS

Receiver: AN/ARC-210 VHF AM Mode

Frequency Band: 108 MHZ to 156 MHz

Receiver Modes: Fixed tuned

Test Frequencies: 112.8 MHz, 132 MHz, 151.2 MHz
Standard Response Criterion: 10 dB SINAD

Desired Signal Modulation: AM

IF Bandwidth: 25 kHz

Sensitivity: -103 dBm

RCVR RCVR ACQ SUPSET NOTES
FRQ MODE | (dBm) | (dBm)
(MHz)

112.8

132

151.2

NOTE: Sensitivity threshold levels are inherently statistical and thus this procedure shall
be conducted multiple times to obtain a representative sample of the threshold level.
Tests shall be conducted at frequencies corresponding to 10%, 50% and 90% of the
tuning band.

5.2 White Noise Test Method

The white noise susceptibility test method is performed by injecting a desired signal and
a white noise signal, with the same or greater bandwidth as that of the victim receiver,
directly into the receive antenna port and observing the impact at the output of the
receiver.

5.2.1 White Noise Test Objective

The objective of this test is to determine the impact of white noise signals on a receiver
and determine the susceptibility threshold as a function of the white noise signal
parameters.

5.2.2 White Noise Test Setup

The test setup is shown in Figure 2.
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Figure 2. Set-Up for White Noise Susceptibility Test

White Noise Test Procedure
Set up AN/ARC-210 for fixed frequency operation in the VHF band.

Input the desired signal at a frequency of 112.8 MHz and at the standard response
level.

Inject the white noise signal into the receiver input at a level that is at least 10 dB
above the receiver standard response level. The noise level shall be high enough
to mask the desired signal at the receiver output. The average noise level shall be
measured using the spectrum analyzer with a resolution bandwidth of 1 kHz, 30
kHz or 1 MHz (or similar bandwidths). The bandwidth shall be selected so it is
the highest of the three choices that is less than the receiver IF bandwidth.
Empirical or calculated bandwidth correction factors shall be used to adjust the
readings to the IF bandwidth of the receiver. Increase the desired signal level to
obtain a standard response condition. Record the desired and noise interfering
signal levels on the data sheet in Table 4.

Repeat steps 1 through 3 at frequencies of 132 MHz and 151.2 MHz.

White Noise Test Output

The test output will define white noise waveform conditions that result in EMI.
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TABLE 4. DATA SHEET FOR WHITE NOISE TESTS

Receiver: AN/ARC-210 VHF AM Mode
Frequency Band: 108 MHz to 156 MHz
Receiver Mode: Fixed Tuned,

Test Frequencies: 112.8 MHz, 132 MHz, 151.2
Standard Response Criterion: 10 dB SINAD
Desired Signal Modulation: AM

IF Bandwidth: 25 kHz

Sensitivity: -103 dBm

SIGNAL LEVEL NOISE LEVEL
(dBm) (dBm)
STANDARD RESPONSE N/A
LEVEL
LEVEL WHERE NOISE
MASKS SIGNAL
STANDARD RESPONSE
LEVEL WITH NOISE

5.3 One Signal Susceptibility Test Method

The one signal susceptibility test method is performed by injecting a UWB signal, with
the appropriate waveform parameters as defined in Section 4.0, directly into the receive
antenna port and observing the impact at the output of the receiver. If the receiver
exhibits a change in the output as a result of the injected interfering signal, the receiver is
considered to be susceptible. The change in the output may be manifested as a change in
the output noise, the production of an interfering signal at the receiver output, activation
of the receiver automatic gain control, etc.

5.3.1 One Signal Susceptibility Test Objective

The objective of this test is to determine the impact of UWB signals on a receiver and
determine the susceptibility threshold as a function of the UWB signal parameters.

5.3.2 One Signal Susceptibility Test Setup
The test setup is shown in Figure 3.
5.3.3 One Signal Susceptibility Test Procedure

The procedure is to inject a UWB signal into the receiver input and observe the receiver
output for any change that may provide an indication of susceptibility. Examples of
indications of susceptibility are changes in the output noise, the production of an
interfering signal at the output, activation of the receiver automatic gain control, etc. The
tests shall be conducted for each of the applicable UWB waveforms identified in Section
4.0 and at each of the frequencies specified in Section 5.3. The UWB interference upset
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(IUPSET) conditions that provided an indication of susceptibility shall be recorded in
Table 5.

Spectrum
Analyzer

_______ L.

Pre-Amplifier
(as required)

UWB Signal ™\ RF Out T RF In Receiver
Source Coupler EUT

Figure 3. Setup For One Signal Susceptibility Test
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TABLE 5
DATA SHEET FOR ONE SIGNAL SUSCEPTIBILITY TEST

Receiver: AN/ARC-210 VHF AM Mode

Frequency Band: 108 to 156 MHz

Receiver Mode: Fixed Tuned

Test Frequencies: 112.8 MHz, 132 MHz, 151.2. MHz
Standard Response Criterion: 10 dB SINAD

Desired Signal Modulation: AM

IF Bandwidth: 25 kHz

Sensitivity: -103 dBm

RX FRQ UWB PRF UWB IUPSET
(MHz) SIGNAL (MHz) MOD (dBm)
112.8 1 56.4 NONE
2 56.4 DITHERED +
8.75 kHz
3 0.025 DITHERED %
17.5 kHz
4 0.025 10]0) ¢
5 0.0025 NONE
6 0.250 NONE
7 0.250 DITHERED +
4.375 kHz
8 Low Duty NONE
Factor (LDF)
8 High Duty NONE
Factor (HDF)
9 LDF NONE
9 Medium Duty NONE
Factor (MDF)
9 HDF NONE
10 LDF NONE
10 HDF NONE

Note that the spectrum analyzer resolution and video bandwidths will not be as wide as
the RF bandwidth of the UWB waveform. The resolution bandwidth (RBW) of the
spectrum analyzer shall be 30 kHz or the spectrum analyzer RBW closest to, but not
exceeding, 35 kHz. The spectrum analyzer video bandwidth (VBW) shall be equal to or
greater than the RBW. Empirical or calculated bandwidth correction factors shall be used
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to adjust the measurement of the UWB waveform to the IF bandwidth of the receiver.
Average measurements shall be made for all of the test waveforms except for Waveform
Five which shall be made as a peak measurement. Record the interfering signal
conditions (signal parameters and levels) that cause an impact on the receiver output.

5.3.4 One Signal Susceptibility Test Output
The test output will define UWB waveform conditions that result in EMI.

5.4 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal

5.4.1 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal Test Objective

The objective of this EMI test is to determine the susceptibility of an AN/ARC-210
receiver to UWB interfering signals. Susceptibility thresholds will be determined by
monitoring the output of the receiver and/or measuring the BER for the information data.

5.4.2 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal Test Setup

The test setup is shown in Figure 4.

UWB Signal
Source

I |
| Filters, | i
| Attenuators | |
i i |
I ! !

Spectrum
Analyzer

or Pre-
Amplifier
| (as required)

Power T RF In Receiver
Coupler EUT

I _______ Data

A 4

l |
I |
| Attenuators |
| (as required) |

Signal Simulator/ i BER i
Test Set s ‘i Monitor r _______________
(Desired Signal) |  bemmmmemd

Figure 4. Conducted Susceptibility Test Set-Up-Two Signal Method
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5.4.3 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal Test Procedure

The two signal susceptibility test procedure should define the performance impact that a
receiver will sustain as a result of EMI from a UWB signal. In order to obtain
meaningful results, it is necessary to use a desired signal level that is sufficiently above
the receiver noise level to minimize the impact of receiver noise on performance.

The receiver standard response level is often defined in terms of the signal level required
to produce a SINAD equal to 10 dB at the output of the receiver. If there is no
interference or distortion, the 10 dB SINAD translates to a 10 dB signal-to-noise ratio. If
a noise like interfering signal at the receiver noise level is added to the receiver input, the
SINAD would decrease by 3 dB (i.e. from 10 dB to 7 dB). This is too close to the
receiver noise and the test results may be affected by the receiver noise as well as by the
UWB interference. If the desired signal is 10 dB above the receiver noise, a noise like
EMI signal at the noise level would have little impact on performance. As a result of the
factors discussed, it was decided that a desired signal level that is 6 dB above the
standard response level should be used for testing.

The general test procedure for determining receiver susceptibility to interference when
the desired signal is 6 dB above the standard response level and the receiver is operating
at a fixed frequency is as follows:

1. Tune the receiver to a test frequency of 112.8 MHz. Set the desired signal to the
test frequency. Adjust the desired signal to a level that is 6 dB above the ACQ
as measured in Section 5.2. Verify that the receiver output exceeds a standard
response condition (i.e., SINAD is greater than 10 dB).

2. Decrease the desired signal until the level is 6 dB above the SUPSET. Record
this level in Table 4 as the “desired signal level” (DSL) for the selected UWB
waveform used for the tests. Verify that the receiver output exceeds the standard
response condition.

3. Activate the UWB interference signal source with one of the UWB test
waveforms at a level that is 20 dB below the SUPSET level recorded in Section
5.2.

4. Increase the interference signal power level until there is an indication of impact
on the receiver standard response condition (i.e., a decrease in the SINAD).
Record this level as the UPSET level in Table 6. Record IUPSET — DSL as the
interference-to-signal ratio (I/S).

5. Set the desired signal level to 6 dB above the acquisition threshold level. Record
this level as the DSL on the second row for the selected UWB waveform. Set the
UWB interfering signal to the maximum level available. Decrease the UWB
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interference signal power until the receiver returns to a standard response
condition and all parameters are within acceptable limits. Record this interference
level in Table 6 as the “interfering signal reacquisition threshold” (REACQ) level.
Record REACQ — DSL as the I/S ratio.

6. Repeat Steps 1 through 5 for each of the UWB test waveforms.

7. Repeat Steps 1 through 6 for receiver operating frequencies of 132 MHZ and
151.2 MHz.

5.4.4 Two Signal Susceptibility Test - Fixed Frequency — Standard Response
Desired Signal Test Output

The required results from the two signal EMI tests consist of recording the desired signal
level (DSL), the interfering signal level for the [IUPSET and REACQ and the I/S ratio
on the appropriate line on the applicable data sheet for the UWB interference signal
modulations and receiver modes of operation.
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TABLE 6. TWO SIGNAL SUSCEPTIBILITY TEST WITH DESIRED SIGNAL
AT STANDARD RESPONSE LEVEL

Receiver: AN/ARC-210 VHF AM Mode
Frequency Band: 108 MHz to 156 MHz
Test Frequencies: 112.8 MHz, 132 MHz, 151.2 MHz

Receiver Mode: Fixed Tuned

Standard Response Criterion: 10 dB SINAD
Desired Signal Modulation: AM

IF Bandwidth: 25 kHz
Sensitivity: - 103 dBm

RX UWB PRF UWB DSL | IUPSE | REACQ I/S
FRQ | SIGNAL | (MHz) MOD (dBm) T (dBm) (dB)
(MHz) (dBm)
112.8 1 56.4 NONE X
1 56.4 NONE X
2 56.4 DITHERED + X
6.25 kHz
2 56.4 DITHERED =+ X
6.25 kHz
3 0.025 | DITHERED =+ X
12.5 kHz
3 0.025 | DITHERED =+ X
12.5 kHz
4 0.025 | MODULATED X
4 0.025 | MODULATED X
5 0.0025 NONE X
5 0.0025 NONE X
6 0.250 NONE X
6 0.250 NONE X
7 0.250 | DITHERED =+ X
3.12 5kHz
7 0.250 | DITHERED =+ X
3.125 kHz
8 LDF NONE X
8 LDF NONE X
8 HDF NONE X
8 HDF NONE X
9 LDF NONE X
9 LDF NONE X
Appendix A
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RX UWB | PRF UWB DSL | IUPSE | REACQ | I/S
FRQ | SIGNAL | (MHz) MOD @Bm)| T (dBm) | (dB)
(MHz) (dBm)

9 MDF NONE X

9 MDF NONE X

9 HDF NONE X

9 HDF NONE X

10 HDF NONE X

10 HDF NONE X

10 LDF NONE X

10 LDF NONE X

5.5 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal

5.5.1 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Objective

The objective of this test is to determine the impact of a high level UWB interfering
signal on a receiver. The tests will determine the desired signal level that is required for
the receiver to operate in a satisfactory manner with a high level UWB interfering signal
(e.g., 20 dB above the receiver sensitivity) present.

5.5.2 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Setup

The test setup is similar to the setup shown in Figure 5. The only differences between
this test and the previous test (i.e., the two signal test with the desired signal set at a
standard response level) are the levels of the desired and UWB interfering signals.

5.5.3 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Procedure

The test procedure for determining the desired signal level required for satisfactory
operation when a high level interfering signal is present is as follows:

1. Select a UWB waveform from the list presented in Section 4. Adjust the UWB
signal so the inband components of the UWB signal are 20 dB above the receiver
sensitivity or are at the maximum power available from the pulse generator.
Record this level as the ISL in Table 7.
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Tune the desired signal and the receiver to 112.8 MHz. Inject the desired signal
at a level that is below the standard response level. Increase the desired signal
level until the receiver achieves a standard response condition. Record the
desired and interfering signal levels for the ACQ in Table 7. Record ISL - ACQ
as the I/S in Table 7.

. Decrease the desired signal level until upset occurs. Record this level as SUPSET

in Table 7. Record ISL - SUPSET as the I/S in Table 7.
Repeat steps 1 through 3 for each of the UWB waveforms listed in Section 4.0.

Repeat steps 1 through 4 for each of the test frequencies of 132 MHZ and 151.2
MHz.

5.5.4 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Output

Record

the interfering signal level (ISL) and the desired signal level for the condition

where ACQ and SUPSET occurred on the appropriate line on the applicable data sheet
provided in Table 7.

TABLE 7. TWO SIGNAL SUSCEPTIBILITY TEST WITH HIGH LEVEL UWB

SIGNAL

Receiver: AN/ARC-210 VHF AM Mode

Frequency Band: 108 MHz to 156 MHz

Test Frequencies: 112.8 MHz, 132 MHz, 151.2 MHz
Receiver Mode: Fixed Tuned

Standard Response Criterion: 10 dB SINAD

Desired Signal Modulation: AM

IF Bandwidth: 25 kHz

Sensitivity: - 103 dBm

RX UWB PRF UWB ISL | ACQ | SUPSET | I/S
FRQ | SIGNAL | (MHz) MOD (dBm) | (dBm) | (dBm) (dB)
(MHz)
112.8 1 56.4 NONE X
1 56.4 NONE X
2 56.4 DITHERED + X
8.75 kHz
2 56.4 DITHERED + X
8.75 kHz
3 0.025 | DITHERED % X
17.5 kHz
3 0.025 | DITHERED % X
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RX UWB PRF UWB ISL ACQ | SUPSET | I/S
FRQ | SIGNAL | (MHz) MOD (dBm) | (dBm) | (dBm) (dB)
(MHz)

17.5 kHz
4 0.025 | MODULATED X
4 0.025 | MODULATED X
5 0.0025 NONE X
5 0.0025 NONE X
6 0.25 NONE X
6 0.25 NONE X
7 0.25 DITHERED + X

4.375 kHz
7 0.25 DITHERED + X

4.375 kHz
8 LDF NONE X
8 LDF NONE X
8 HDF NONE X
8 HDF NONE X
9 LDF NONE X
9 LDF NONE X
9 MDF NONE X
9 MDF NONE X
9 HDF NONE X
9 HDF NONE X
10 HDF NONE X
10 HDF NONE X
10 LDF NONE X
10 LDF NONE X
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APPENDIX B
UWB EMI TEST PLAN FOR THE AN/ARC-210 VHF FM MODE

1.0 INTRODUCTION

The AN/ARC-210 very high frequency/ultra high frequency (VHF/UHF) Communication
System is a line-of-sight; multi-mode transmitter/receiver system incorporating advanced
electromagnetic counter-counter measures (ECCM). The AN/ARC-210 emulates the
Single Channel Ground and Airborne Radio System (SINCGARS) in the VHF band (30
MHZ to 88 MHz) and emulates the HAVE QUICK radio in the UHF band (225 MHz to
400 MHz). The AN/ARC-210 uses frequency modulation (FM) in the 30 MHz to 88
MHz band and both amplitude modulation (AM) and FM in the 225 MHz to 400 MHz
band. In addition, the radio is capable of providing AM operation in the 108 MHz to 156
MHz band and FM operation in the 156 MHz to 174 MHz band. The nominal sensitivity
of the receiver is —103 dBm for AM operation and —108 dBm for FM operation. The
system can operate in either fixed frequency or frequency-hopping modes with 25 kHz
channel spacing. This test plan is for the AN/ARC-210 operating in the VHF FM Mode
in the frequency band from 156 MHz to 174 MHz.

2.0 OVERALL TEST OBJECTIVE

The overall objective of the test is to determine the electromagnetic interference (EMI)
susceptibility of the AN/ARC-210 (operating in the VHF FM Mode) to conducted ultra-
wideband (UWB) signals that are injected into the receiver antenna port. The results of
this investigation will provide the information necessary to evaluate the potential for
UWRB signals to interfere with the AN/ARC-210 and to understand how UWB systems
could be implemented to make use of their unique capabilities without causing EMI.

3.0 TEST APPROACH

In order to accomplish the test objective, there are several parameters that must be
measured. These parameters are the sensitivity of the receiver to the desired signal and
the susceptibility of the receiver to noise and selected UWB interfering signals. The test
will be performed for the receiver operating in both fixed tuned and frequency-hopping
modes.

The tests will be performed at the Naval Air Warfare Center Aircraft Division (NAWC
AD) Electromagnetic Environmental Effects (E’) facility by personnel that are familiar
with EMI test equipment and are knowledgeable about EMI test procedures and
techniques. For the type of scientific testing required for this project, detailed
“cookbook™ test procedures may be too restrictive and may impede testing. Therefore,
detailed test procedures are not considered to be necessary and will not be provided in
this test plan. Instead, the plan outlines procedures that will be dynamically adapted
during the tests and recorded to ensure consistency and repeatability.
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4.0 UWB WAVEFORMS

The UWB waveform parameters that will be used for the AN/ARC-210 receiver shall be
selected from the set of waveforms that are presented below. When a filtered baseband
pulse waveform is used, the frequency band for the UWB signal shall be selected so the
receiver operating band (156 MHz to 174 MHz) falls within the UWB signal band.
When the waveform is generated by an unfiltered baseband pulse, the selection of the
frequency band does not apply.

The first five waveforms described below should provide the most EMI impact on a
receiver. If none of the first five waveforms produce significant EMI impact on the EUT,
the impact with other waveforms will be negligible and the testing can end at this point.
If any of the first five waveforms result in EMI, additional testing shall be performed
using waveforms 6 and 7 to provide a better characterization of the impact.

After completion of testing for the victim specific waveform, each victim will be tested
using both of the generic phase shift UWB “Communication” Waveforms, Waveforms 8
and 9, and the generic On-OFF Keying (OOK) UWB “Communication” Waveforms,
Waveform 10. These waveforms have been designed to simulate idealized actual UWB
communications code schemes and will provide an indication of the EMC of such special
codes.

4.1 Test Waveform One (TW1)

For the first test waveform, the pulse repetition frequency (PRF) shall be the maximum
value available from the pulse generator that results in the fundamental or a harmonic of
the PRF falling within the tuning bandwidth of the receiver.”> For the AN/ARC-210
operating in the VHF FM Mode, the test frequencies will be 157.8 MHz, 165 MHZ and
172.2 MHZ. The corresponding PRFs for the first test waveform shall be equal to 78.9
MHz, 82.5 MHz and 86.1 MHz respectively. This first test waveform shall not be
dithered or modulated. For this case, only one spectral line will fall within the
intermediate frequency (IF) passband and the IF signal will appear to be a continuous
wave (CW) signal. The receiver shall be tuned to the spectral line.

4.2 Test Waveform Two (TW2)

For the second test waveform, the basic PRF shall be the same as described for the first
test waveform. However, the pulses shall be randomly dithered to fill 50% of the IF
passband. This will result in a noise like signal in the IF passband and the receiver shall
be tuned for maximum impact from the UWB signal.

? Note that the reference frequency for the UWB pulse generator is the PRF. Therefore, the terms fundamental and harmonic refer to
the fundamental and harmonics of the PRF.
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4.3 Test Waveform Three (TW3)

For the third test waveform, the PRF shall be 25 kHz. The pulses shall be dithered
randomly to fill 100% of the IF passband. This will result in a noise like signal across the
tuning range of the receiver.

4.4 Test Waveform Four (TW4)

For the fourth test waveform, the PRF shall be 25 kHz. The signal shall not be dithered
but the waveform shall be modulated with pulse position modulation (PPM). This
type of UWB interfering signal will result in a modulated signal in the IF passband and
the receiver shall be tuned for a maximum impact from the UWB interference.

4.5 Test Waveform Five (TW5)

For the fifth test waveform, the PRF shall be 2.5 kHz. The waveform shall not be
modulated or dithered. For this case, the PRF will be slow relative to the IF response
time so the individual pulses will appear in the IF (however, the pulse width will be
increased and the peak power will be reduced). For this waveform approximately 10
spectral lines will fall within the IF passband.

4.6 Test Waveform Six (TW6)

For the sixth test waveform, the PRF shall be 250 kHz and the pulses shall not be
dithered or modulated. For this case, the PRF will be fast relative to the IF response time.
Therefore, the signal will appear to be continuous and the effect will be that of a CW
signal. Only one spectral line can fall within the IF passband and there should be a
spectral line in every tenth channel. To the extent possible the receiver shall be tuned to
the spectral line closest to the designated test frequency.

4.7 Test Waveform Seven (TW?7)

For the seventh test waveform, the PRF shall be 250 kHz and the pulses shall be dithered
randomly to cover 25% of the IF bandwidth. This will result in a noise like signal in the
IF passband for every tenth channel and the receiver shall be tuned for a maximum
impact from the UWB waveform.

4.8 Test Waveform Eight (TWS)

The eighth test waveform is a stream of doublets with random initial phase orientation.
The value of the symbol is determined by the phase relationship of the two pulses in the
doublet as shown in Table 1. The two pulses in the doublet are separated by about 1 ns.
Doublets themselves have burst repetition interval (BRI) of about 267 ns apart, allowing
for a data rate of about 3.75 Mb/s for a high data rate or about 15.625 ps apart, allowing
for a data rate of about 64 kb/s for a low data rate. The high data rate timing retains the
ratio of peak to average spectral density described in the recent FCC ruling.
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Table 1. Pseudorandom Noise Doublet Symbol Mapping

Data=0 Data=1
PN=0 + + + -
PN=1 -- -+

Data is sent in packets of 1200 bits. This includes 1024 of payload data plus 176 bits of
header. High data rate packets would be sent at the 3.75 Mp/s rate and last 320 ps. The
packets would occur once every 8 ms and the packets would occur once every 8 ms. Low
data rate packets would be sent at the 64 kp/s rate and last 18.75 ms and the packet would
occur once every 468.75 ms. The payload data would be random, or all ones, or all zeros.
The header data would be the same for each packet. Use all ones or all zeros for the
header.

4.9 Test Waveform Nine (TW9)

The ninth test waveform is a stream of doublets with fixed initial phase orientation. The
value of the symbol is determined by the phase relationship of the two pulses in the
doublet as shown in Table 2. The two pulses in the doublet are separated by about 5.708
ns. Doublets themselves have burst repetition interval (BRI) of about 17.123 ns apart,
allowing for a data rate of about 58.4 Mb/s. The code has a maximum length 0f 1023 bits.
This pulse spacing provides a spectrum with nulls every 175.2 MHz.

Table 2. Constant Phase Doublet Symbol Mapping

DATA SYMBOL
0 -+
1 + -

This waveform has three data rates based on the initial 58.4 Mb/s base data rate. The
high data rate is simply a continuous stream at this rate. The medium data rate sends a
burst of 1023 random symbols with a 175.17 us BRI for a 10% burst duty factor. The
low data rate sends a burst of 1023 random symbols with a 1.7517 ms BRI for a 1% burst
duty factor.

4.10 Test Waveform Ten (TW10)

The tenth test waveform is an OOK pattern. Bit spacing is about 5 ns. Every 206 us a
training preamble of constant data rate pulses is sent. There is only one data rate for this
waveform.
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5.0 RECEIVER SUSCEPTIBILITY TEST

The objective of the receiver susceptibility tests is to obtain data that will provide useful
information on the susceptibility of AN/ARC-210 receivers to UWB interference. The
tests will be performed using either one or two signals. With the one signal tests, a UWB
interfering signal is input to the receiver under test and the output is observed. The
receiver is considered to be susceptible if the UWB interfering signal produces a
detectable change in the receiver output. No intended in-band signal is used for this test.
For the AN/ARC-210, the concern is that EMI may cause changes in the output of the
receiver that will impact the desired functionality of the received signal. The changes in
the output of the receiver may be manifested as: a change in the output noise; the
production of interference at the output; or, activation (of the automatic gain control, etc).

The two signal susceptibility tests described in this test plan require that the receiver
desired signal and a UWB interfering signal be simultaneously injected into the receiver
antenna port. The concern is that EMI can degrade the performance of the AN/ARC-210.
The baseline performance is defined in terms of a standard response that is used to
determine receiver sensitivity and provides the basis for the susceptibility tests. For the
AN/ARC-210, the standard response is usually defined in terms of a signal to
interference, noise, and distortion (SINAD) ratio or a bit error rate (BER). The
sensitivity is measured before the susceptibility tests are performed.

There are two approaches that may be used for the two signal susceptibility tests. For the
first approach, the desired signal level is fixed at a level that is 6 dB above the standard
response level and the receiver susceptibility to UWB interference is determined by
slowly increasing the UWB signal strength until the receiver can no longer maintain a
standard response. The susceptibility level describes the effect of the UWB interfering
signal when the desired signal is close to the standard response level.

For the second approach, a high level UWB interfering signal (e.g., 20 dB above the
receiver sensitivity) is injected and the desired signal level that is required for satisfactory
operation of the receiver is determined. The information obtained from this test may be
used to determine the reduction in range that the receiver will experience as a result of
UWRB interference. These levels are a better indication of the degradation resulting from
UWRB interference when the receiver has significant desired signal to operate with and is
more typical of normal operations.

5.1 Receiver Sensitivity Measurement — Fixed Frequency Mode

The receiver sensitivity level is specified as the signal level required to create an
appropriate standard response that results in satisfactory operation of the receiver. For
operation of the AN/ARC-210 in a fixed frequency mode, the standard response is the
level that results in a SINAD equal to 10 dB. The receiver sensitivity is measured using
an on-tune desired signal that contains the normal receiver modulation.
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5.1.1 Receiver Sensitivity Measurement — Fixed Frequency Mode Objective

The objective of this test is to determine the sensitivity of the AN/ARC-210 receiver
operating in a fixed frequency mode.

5.1.2 Receiver Sensitivity Measurement — Fixed Frequency Mode Test Set-Up

The test set-up diagram for the receiver sensitivity test is shown in Figure 1.

Spectrum
Analyzer

_______ L

Pre-Amplifie
(as required

~ =

UWB Signal RF In Receiver
Source Coupler EPT
! Data E
| Out |
l !
l !
! i
o \ BER | |
i Monitor 1

Figure 1. Receiver Sensitivity Test Set-Up

A signal generator or a signal simulator is used to generate the signal used for the test. A
spectrum analyzer is used to monitor and measure the signal level at the input to the
receiver EUT. A pre-amplifier connected at the input of the spectrum analyzer may be
required to observe the signal during the sensitivity test. Alternatively, after the
sensitivity level is established, the signal level can be raised by a known, fixed amount
(e.g., 40 dB) to enable the spectrum analyzer measurement to be made.

Spectrum analyzer levels shall be corrected for the pre-amplifier gain (if used) plus
coupler and/or cable losses that exist in the measurement system. The receiver operation
is verified to be satisfactory by monitoring the receiver output and/or measuring the BER
of the information data.
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Receiver Sensitivity Measurement — Fixed Frequency Mode Test Procedure

The general test procedure for determining receiver sensitivity for operation in a fixed
frequency mode is as follows:

7. Tune the receiver to a test frequency. Set the desired signal simulator to the tuned

10.

I11.

12.

frequency of the receiver and adjust the output power to a level that is at least 10
dB below the receiver nominal sensitivity. The simulator signal shall be
modulated in the normal manner used by the receiver and, if appropriate, coded
with the receiver’s internal code. Verify that the receiver has not achieved a
standard response condition for the low level signal.

. Increase the signal simulator power level until the receiver standard response

level is obtained (i.e., 10 dB SINAD). Be sure to pause between each increase in
signal power by an amount exceeding the maximum specified settling time for the
receiver. Record this as the “standard response acquisition threshold” (ACQ) on
the data sheet in Table 3.

Increase the input power level an additional 10 dB above the ACQ.

Decrease the input power level until the standard response condition is impacted.
Record on the data sheet (Table 3) the input power level at which loss of the
standard response was first observed. This level is termed the “signal upset
threshold” (SUPSET) level. It shall be noted that ACQ and SUPSET may occur
at the same level.

Steps 1 through 4 shall be performed at frequencies of 157.8 MHz, 165 MHz and
172.2 MHz.

If the receiver operates at multiple modes/rates, repeat Steps 1 through 5 while the
receiver is operating at several representative modes (e.g., if the receiver operates
at several data rates, make the measurements with the receiver operating at
minimum, maximum, and nominal data rates).

5.1.4 Receiver Sensitivity Measurement — Fixed Frequency Mode Test Output

The required results from the receiver sensitivity test consist of documenting the ACQ
and SUPSET thresholds on the data sheet provided in Table 3. An average threshold
value shall be specified if significant differences exist between the thresholds determined
in the multiple test trials.
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TABLE 3. DATA SHEET FOR SENSITIVITY MEASUREMENTS

Receiver: AN/ARC-210 VHF FM Mode

Frequency Band: 156 MHZ to 174 MHz

Receiver Modes: Fixed tuned

Test Frequencies: 157.8 MHz, 165 MHz, 172.2 MHz
Standard Response Criterion: 10 dB SINAD

Desired Signal Modulation: FM

IF Bandwidth: 25 kHz

Sensitivity: -108 dBm

RCVR RCVR ACQ SUPSET NOTES
FRQ MODE | (dBm) | (dBm)
(MHz)

157.8

165

172.2

NOTE: Sensitivity threshold levels are inherently statistical and thus this procedure shall
be conducted multiple times to obtain a representative sample of the threshold level.
Tests shall be conducted at frequencies corresponding to 10%, 50% and 90% of the
tuning band.

5.2 White Noise Test Method

The white noise susceptibility test method is performed by injecting a desired signal and
a white noise signal, with the same or greater bandwidth as that of the victim receiver,
directly into the receive antenna port and observing the impact at the output of the
receiver.

5.2.1 White Noise Test Objective

The objective of this test is to determine the impact of white noise signals on a receiver
and determine the susceptibility threshold as a function of the white noise signal
parameters.

5.2.2 White Noise Test Setup

The test setup is shown in Figure 2.
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Spectrum
Analyzer

Desired Signal S I ______

5.2.3

5.

6.

8.

5.24

White Noise
Signal Source

—
Q
»
=
®

0
<
=
®
o

~ =

T RF In Receiver
Coupler EUT

Figure 2. Set-Up for White Noise Susceptibility Test

White Noise Test Procedure
Set up AN/ARC-210 for fixed frequency operation in the VHF band.

Input the desired signal at a frequency of 157.8 MHz and at the standard response
level.

Inject the white noise signal into the receiver input at a level that is at least 10 dB
above the receiver standard response level. The noise level shall be high enough
to mask the desired signal at the receiver output. The average noise level shall be
measured using the spectrum analyzer with a resolution bandwidth of 1 kHz, 30
kHz or 1 MHz (or similar bandwidths). The bandwidth shall be selected so it is
the highest of the three choices that is less than the receiver IF bandwidth.
Empirical or calculated bandwidth correction factors shall be used to adjust the
readings to the IF bandwidth of the receiver. Increase the desired signal level to
obtain a standard response condition. Record the desired and noise interfering
signal levels on the data sheet in Table 4.

Repeat steps 1 through 3 at frequencies of 165 MHz and 172.2 MHz.

White Noise Test Output

The test output will define white noise waveform conditions that result in EMI.
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TABLE 4. DATA SHEET FOR WHITE NOISE TESTS

Receiver: AN/ARC-210 VHF FM Mode
Frequency Band: 156 MHz to 174 MHz
Receiver Mode: Fixed Tuned,

Test Frequencies: 157.8 MHz, 165 MHz, 172.2
Standard Response Criterion: 10 dB SINAD
Desired Signal Modulation: FM

IF Bandwidth: 25 kHz

Sensitivity: -108 dBm

SIGNAL LEVEL NOISE LEVEL
(dBm) (dBm)
STANDARD RESPONSE N/A
LEVEL
LEVEL WHERE NOISE
MASKS SIGNAL
STANDARD RESPONSE
LEVEL WITH NOISE

5.3 One Signal Susceptibility Test Method

The one signal susceptibility test method is performed by injecting a UWB signal, with
the appropriate waveform parameters as defined in Section 4.0, directly into the receive
antenna port and observing the impact at the output of the receiver. If the receiver
exhibits a change in the output as a result of the injected interfering signal, the receiver is
considered to be susceptible. The change in the output may be manifested as a change in
the output noise, the production of an interfering signal at the receiver output, activation
of the receiver automatic gain control, etc.

5.3.1 One Signal Susceptibility Test Objective

The objective of this test is to determine the impact of UWB signals on a receiver and
determine the susceptibility threshold as a function of the UWB signal parameters.

5.3.2 One Signal Susceptibility Test Setup
The test setup is shown in Figure 3.
5.3.3 One Signal Susceptibility Test Procedure

The procedure is to inject a UWB signal into the receiver input and observe the receiver
output for any change that may provide an indication of susceptibility. Examples of
indications of susceptibility are changes in the output noise, the production of an
interfering signal at the output, activation of the receiver automatic gain control, etc. The
tests shall be conducted for each of the applicable UWB waveforms identified in Section
4.0 and at each of the frequencies specified in Section 5.3. The UWB interference upset
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(IUPSET) conditions that provided an indication of susceptibility shall be recorded in
Table 5.

Spectrum
Analyzer

_______ L

Pre-Amplifie
(as required

~ =

T RF In Receiver
Coupler EUT

UWB Signal
Source

Figure 3. Setup For One Signal Susceptibility Test

Table S. DATA SHEET FOR ONE SIGNAL SUSCEPTIBILITY TEST

Receiver: AN/ARC-210 VHF FM Mode

Frequency Band: 156 to 174 MHz

Receiver Mode: Fixed Tuned

Test Frequencies: 157.8 MHz, 165 MHz, 172.2. MHz
Standard Response Criterion: 10 dB SINAD

Desired Signal Modulation: FM

IF Bandwidth: 25 kHz

Sensitivity: -108 dBm

RX FRQ UWB PRF UWB IUPSET
(MHz) SIGNAL (MHz) MOD (dBm)
112.8 1 56.4 NONE
2 56.4 DITHERED =+
8.75 kHz
3 0.025 DITHERED =+
17.5 kHz
4 0.025 OOK
5 0.0025 NONE
6 0.250 NONE
7 0.250 DITHERED =+
4.375 kHz
8 Low Duty NONE
Factor (LDF)
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8 High Duty NONE
Factor (HDF)

9 LDF NONE

9 Medium Duty NONE
Factor (MDF)

9 HDF NONE

10 LDF NONE

10 HDF NONE

Note that the spectrum analyzer resolution and video bandwidths will not be as wide as
the RF bandwidth of the UWB waveform. The resolution bandwidth (RBW) of the
spectrum analyzer shall be 30 kHz or the spectrum analyzer RBW closest to, but not
exceeding, 35 kHz. The spectrum analyzer video bandwidth (VBW) shall be equal to or
greater than the RBW. Empirical or calculated bandwidth correction factors shall be used
to adjust the measurement of the UWB waveform to the IF bandwidth of the receiver.
Average measurements shall be made for all of the test waveforms except for Waveform
Five which shall be made as a peak measurement. Record the interfering signal
conditions (signal parameters and levels) that cause an impact on the receiver output.

5.3.4 One Signal Susceptibility Test Output
The test output will define UWB waveform conditions that result in EML.

5.4 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal

5.4.1 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal Test Objective

The objective of this EMI test is to determine the susceptibility of an AN/ARC-210
receiver to UWB interfering signals. Susceptibility thresholds will be determined by
monitoring the output of the receiver and/or measuring the BER for the information data.
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5.4.2 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal Test Setup

The test setup is shown in Figure 4.

UV;EuSrégenal Spectrum
Analyzer
______________ ,'“““‘I"“"“.
i Filters, | i Att:rn;?;?rs i
I Attenuators i | Amplifi !
i (as required) | , Ampimer
R T ! |_(as required) |
Power X T RFIn| Receiver
Combiner " Coupler EUT
1 —
i Filters, ! Out i
| Attenuators | I
| (s required) | |
RF Out :
|
Signal Simulator/ | BER | i
Test Set it 1 Monitor T a
(Desired Signal) oo

Figure 4. Conducted Susceptibility Test Set-Up-Two Signal Method

5.4.3 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal Test Procedure

The two signal susceptibility test procedure should define the performance impact that a
receiver will sustain as a result of EMI from a UWB signal. In order to obtain
meaningful results, it is necessary to use a desired signal level that is sufficiently above
the receiver noise level to minimize the impact of receiver noise on performance.

The receiver standard response level is often defined in terms of the signal level required
to produce a SINAD equal to 10 dB at the output of the receiver. If there is no
interference or distortion, the 10 dB SINAD translates to a 10 dB signal-to-noise ratio. If
a noise like interfering signal at the receiver noise level is added to the receiver input, the
SINAD would decrease by 3 dB (i.e. from 10 dB to 7 dB). This is too close to the
receiver noise and the test results may be affected by the receiver noise as well as by the
UWRB interference. If the desired signal is 10 dB above the receiver noise, a noise like
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EMI signal at the noise level would have little impact on performance. As a result of the
factors discussed , it was decided that a desired signal level that is 6 dB above the
standard response level should be used for testing.

The general test procedure for determining receiver susceptibility to interference when
the desired signal is 6 dB above the standard response level and the receiver is operating
at a fixed frequency is as follows:

8.

10.

11

12.

13.

14.

5.4.4

Tune the receiver to a test frequency of 157.8 MHz. Set the desired signal to the
test frequency. Adjust the desired signal to a level that is 6 dB above the ACQ
as measured in Section 5.2. Verify that the receiver output exceeds a standard
response condition (i.e., SINAD is greater than 10 dB).

Decrease the desired signal until the level is 6 dB above the SUPSET. Record
this level in Table 6 as the “desired signal level” (DSL) for the selected UWB
waveform used for the tests. Verify that the receiver output exceeds the standard
response condition.

Activate the UWB interference signal source with one of the UWB test
waveforms at a level that is 20 dB below the SUPSET level recorded in Section
5.2.

. Increase the interference signal power level until there is an indication of impact

on the receiver standard response condition (i.e., a decrease in the SINAD).
Record this level as the UPSET level in Table 6. Record IUPSET — DSL as the
interference-to-signal ratio (I/S).

Set the desired signal level to 6 dB above the acquisition threshold level. Record
this level as the DSL on the second row for the selected UWB waveform. Set the
UWB interfering signal to the maximum level available. Decrease the UWB
interference signal power until the receiver returns to a standard response
condition and all parameters are within acceptable limits. Record this interference
level in Table 6 as the “interfering signal reacquisition threshold” (REACQ) level.
Record REACQ — DSL as the I/S ratio.

Repeat Steps 1 through 5 for each of the UWB test waveforms.

Repeat Steps 1 through 6 for receiver operating frequencies of 165 MHZ and
172.2 MHz.

Two Signal Susceptibility Test - Fixed Frequency — Standard Response

Desired Signal Test Output

The required results from the two signal EMI tests consist of recording the desired signal
level (DSL), the interfering signal level for the IUPSET and REACQ and the I/S ratio
on the appropriate line on the applicable data sheet for the UWB interference signal
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modulations and receiver modes of operation.

Table 6. TWO SIGNAL SUSCEPTIBILITY TEST WITH DESIRED SIGNAL AT
STANDARD RESPONSE LEVEL

Receiver: AN/ARC-210 VHF FM Mode
Frequency Band: 156 MHz to 174 MHz
Test Frequencies: 157.8 MHz, 165 MHz, 172.2 MHz

Receiver Mode: Fixed Tuned

Standard Response Criterion: 10 dB SINAD
Desired Signal Modulation: FM

IF Bandwidth: 25 kHz
Sensitivity: - 108 dBm

RX UWB PRF UWB DSL | IUPSE | REACQ I/S
FRQ | SIGNAL | (MHz) MOD (dBm) T (dBm) (dB)
(MHz) (dBm)
157.8 1 78.9 NONE X
1 78.9 NONE X
2 78.9 DITHERED =+ X
6.25 kHz
2 78.9 DITHERED + X
6.25 kHz
3 0.025 | DITHERED = X
12.5 kHz
3 0.025 | DITHERED = X
12.5 kHz
4 0.025 | MODULATED X
4 0.025 | MODULATED X
5 0.0025 NONE X
5 0.0025 NONE X
6 0.250 NONE X
6 0.250 NONE X
7 0.250 | DITHERED =+ X
3.12 5kHz
7 0.250 | DITHERED =+ X
3.125 kHz
8 LDF NONE X
8 LDF NONE X
8 HDF NONE X
8 HDF NONE X
9 LDF NONE X
9 LDF NONE X
9 MDF NONE X
9 MDF NONE X
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RX UWB | PRF UWB DSL | IUPSE | REACQ | I/S
FRQ | SIGNAL | (MHz) MOD @Bm)| T (dBm) | (dB)
(MHz) (dBm)

9 HDF NONE X

9 HDF NONE X

10 HDF NONE X

10 HDF NONE X

10 LDF NONE X

10 LDF NONE X

5.5 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal

5.5.1 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Objective

The objective of this test is to determine the impact of a high level UWB interfering
signal on a receiver. The tests will determine the desired signal level that is required for
the receiver to operate in a satisfactory manner with a high level UWB interfering signal
(e.g., 20 dB above the receiver sensitivity) present.

5.5.2 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Setup

The test setup is similar to the setup shown in Figure 5. The only differences between
this test and the previous test (i.e., the two signal test with the desired signal set at a
standard response level) are the levels of the desired and UWB interfering signals.

5.5.3 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Procedure

The test procedure for determining the desired signal level required for satisfactory
operation when a high level interfering signal is present is as follows:

6. Select a UWB waveform from the list presented in Section 4. Adjust the UWB
signal so the inband components of the UWB signal are 20 dB above the receiver
sensitivity or are at the maximum power available from the pulse generator.
Record this level as the ISL in Table 7

7. Tune the desired signal and the receiver to 157.8 MHz. Inject the desired signal
at a level that is below the standard response level. Increase the desired signal
level until the receiver achieves a standard response condition. Record the
desired and interfering signal levels for the ACQ in Table 7. Record ISL - ACQ
as the I/S in Table 7.
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8. Decrease the desired signal level until upset occurs. Record this level as SUPSET
in Table 7. Record ISL - SUPSET as the I/S in Table 7.

9. Repeat steps 1 through 3 for each of the UWB waveforms listed in Section 4.0.

10. Repeat steps 1 through 4 for each of the test frequencies of 165 MHZ and 172.2

MHz.

5.5.4 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test

Output

Record the interfering signal level (ISL) and the desired signal level for the condition
where ACQ and SUPSET occurred on the appropriate line on the applicable data sheet

provided in Table 7.

Table 7. TWO SIGNAL SUSCEPTIBILITY TEST WITH HIGH LEVEL UWB

SIGNAL

Receiver: AN/ARC-210 VHF FM Mode
Frequency Band: 156 MHz to 174 MHz

Test Frequencies: 157.8 MHz, 165 MHz, 172.2 MHz

Receiver Mode: Fixed Tuned

Standard Response Criterion: 10 dB SINAD
Desired Signal Modulation: FM

IF Bandwidth: 25 kHz

Sensitivity: - 108 dBm

RX UWB PRF UWB ISL ACQ | SUPSET I/S
FRQ | SIGNAL | (MHz) MOD (dBm) | (dBm) (dBm) (dB)
(MHz)
157.8 1 78.9 NONE X
1 78.9 NONE X
2 78.9 DITHERED + X
8.75 kHz
2 78.9 DITHERED + X
8.75 kHz
3 0.025 DITHERED + X
17.5 kHz
3 0.025 DITHERED + X
17.5 kHz
4 0.025 | MODULATED X
4 0.025 | MODULATED X
5 0.0025 NONE X
5 0.0025 NONE X
6 0.25 NONE X
6 0.25 NONE X
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RX UWB PRF UWB ISL ACQ | SUPSET | I/S
FRQ | SIGNAL | (MHz) MOD (dBm) | (dBm) | (dBm) (dB)
(MHz)
7 0.25 DITHERED + X
4.375 kHz
7 0.25 DITHERED + X
4.375 kHz
8 LDF NONE X
8 LDF NONE X
8 HDF NONE X
8 HDF NONE X
9 LDF NONE X
9 LDF NONE X
9 MDF NONE X
9 MDF NONE X
9 HDF NONE X
9 HDF NONE X
10 HDF NONE X
10 HDF NONE X
10 LDF NONE X
10 LDF NONE X
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APPENDIX C
UWB EMI TEST PLAN FOR AN/ARC-210 UHF HAVE QUICK
MODE

1.0 INTRODUCTION

The AN/ARC-210 very high frequency/ultra high frequency (VHF/UHF) Communication
System is a line-of-sight; multi-mode transmitter/receiver system incorporating advanced
electromagnetic counter-counter measures (ECCM) techniques. The AN/ARC-210
emulates the Single Channel Ground and Airborne Radio System (SINCGARS) in the
VHF band (30 MHZ to 88 MHz) and emulates the HAVE QUICK radio in the UHF band
(225 MHz to 400 MHz). The AN/ARC-210 uses frequency modulation (FM) in the 30
MHz to 88 MHz band and both amplitude modulation (AM) and FM in the 225 MHz to
400 MHz band. In addition, the radio is capable of providing AM operation in the 108
MHz to 156 MHz band and FM operation in the 156 MHz to 174 MHz band. The
nominal sensitivity of the receiver is —103 dBm for AM and —108 dBm for FM operation.
The system can operate in either fixed frequency or frequency-hopping modes with a
channel spacing of 25 kHz. This test plan is for the AN/ARC-210 operating in the UHF
HAVE QUICK mode.

2.0 OVERALL TEST OBJECTIVE

The overall objective of the test is to determine the electromagnetic interference (EMI)
susceptibility of the AN/ARC-210 to conducted ultra-wideband (UWB) signals that are
injected into the receiver antenna port. The results of this investigation will provide the
information necessary to evaluate the potential for UWB signals to interfere with the
AN/ARC-210 and to understand how UWB systems could be implemented to make use
of their unique capabilities without causing EMI.

3.0 TEST APPROACH

In order to accomplish the test objective, there are several parameters that must be
measured. These parameters are the sensitivity of the receiver to the desired signal and
the susceptibility of the receiver to noise and selected UWB interfering signals. The test
will be performed for the receiver operating in both fixed tuned and frequency-hopping
modes.

The tests will be performed at the Naval Air Warfare Center Aircraft Division (NAWC
AD) Electromagnetic Environmental Effects (E’) facility by personnel that are familiar
with EMI test equipment and are knowledgeable about EMI test procedures and
techniques. For the type of scientific testing required for this project, detailed
“cookbook™ test procedures may be too restrictive and may impede testing. Therefore,
detailed test procedures are not considered to be necessary and will not be provided in
this test plan. Instead, the plan outlines procedures that will be dynamically adapted
during the tests and recorded to ensure consistency and repeatability.
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4.0 UWB WAVEFORMS

The UWB waveform parameters that will be used for the AN/ARC-210 receiver shall be
selected from the set of waveforms that are presented below. When a filtered baseband
pulse waveform is used, the frequency band for the UWB signal shall be selected so the
receiver operating band (225 MHz to 400 MHz) falls within the UWB signal band.
When the waveform is generated by an unfiltered baseband pulse, the selection of the
frequency band does not apply.

The first five waveforms described below should provide the most EMI impact on a
receiver. If none of the first five waveforms produce significant EMI impact on the EUT,
the impact with other waveforms will be negligible and the testing can end at this point.
If any of the first five waveforms result in EMI, additional testing shall be performed
using waveforms 6 and 7 to provide a better characterization of the impact.

After completion of testing for the victim specific waveform, each victim will be tested
using both of the generic phase shift UWB “Communication” Waveforms, Waveforms 8
and 9, and the generic On-OFF Keying (OOK) UWB “Communication” Waveforms,
Waveform 10. These waveforms have been designed to simulate idealized actual UWB
communications code schemes and will provide an indication of the EMC of such special
codes.

4.1 Test Waveform One (TW1)

For the first test waveform, the pulse repetition frequency (PRF) shall be the maximum
value available from the pulse generator that results in the fundamental or a harmonic of
the PRF falling within the tuning range of the receiver.” For the AN/ARC-210 operating
in the UHF frequency band, the test frequencies will be 242.5 MHz, 312.5 MHZ and
382.5 MHZ. The corresponding PRFs for the first test waveform shall be 80.833 MHz,
78.125 MHz and 95.625 MHz. This first test waveform shall not be dithered or
modulated. For this case, only one spectral line will fall within the intermediate
frequency (IF) passband and the IF signal will appear to be a continuous wave (CW)
signal. The receiver shall be tuned to the spectral line.

4.2 Test Waveform Two (TW2)

For the second test waveform, the basic PRF shall be the same as described for the first
test waveform. However, the pulses shall be randomly dithered to fill 50% of the IF
passband. This will result in a noise like signal in the IF passband and the receiver shall
be tuned for maximum impact from the UWB signal.

* Note that the reference frequency for the UWB pulse generator is the PRF. Therefore, the terms fundamental and harmonic refer to
the fundamental and harmonics of the PRF.
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4.3 Test Waveform Three (TW3)

For the third test waveform, the PRF shall be 25 kHz. The pulses shall be dithered
randomly to fill 100% of the IF passband. This will result in a noise like signal across the
tuning range of the receiver.

4.4 Test Waveform Four (TW4)

For the fourth test waveform, the PRF shall be 25 kHz. The signal shall not be dithered
but the waveform shall be modulated with on-off keying (OOK). This type of UWB
interfering signal will result in a modulated signal in the IF passband and the receiver
shall be tuned for a maximum impact from the UWB interference.

4.5 Test Waveform Five (TW5)

For the fifth test waveform, the PRF shall be 2.5 kHz. The waveform shall not be
modulated or dithered. For this case, the PRF will be slow relative to the IF response
time so the individual pulses will appear in the IF (however, the pulse width will be
increased and the peak power will be reduced). For this waveform approximately 10
spectral lines will fall within the IF passband.

4.6 Test Waveform Six (TW6)

For the sixth test waveform, the PRF shall be 250 kHz and the pulses shall not be
dithered or modulated. For this case, the PRF will be fast relative to the IF response time.
Therefore, the signal will appear to be continuous and the effect will be that of a CW
signal. Only one spectral line can fall within the IF passband and to the extent possible
the receiver shall be tuned to the spectral line closest to the designated test frequency .

4.7 Test Waveform Seven (TW?7)

For the seventh test waveform, the PRF shall be 250 kHz and the pulses shall be dithered
randomly to cover 25% of the IF bandwidth. This will result in a noise like signal in the
IF passband and the receiver shall be tuned for a maximum impact from the UWB
waveform.

4.8 Test Waveform Eight (TWS)

The eighth test waveform is a stream of doublets with random initial phase orientation.
The value of the symbol is determined by the phase relationship of the two pulses in the
doublet as shown in Table 1. The two pulses in the doublet are separated by about 1 ns.
Doublets themselves have burst repetition interval (BRI) of about 267 ns apart, allowing
for a data rate of about 3.75 Mb/s for a high data rate or about 15.625 us apart, allowing
for a data rate of about 64 kb/s for a low data rate. The high data rate timing retains the
ratio of peak to average spectral density described in the recent FCC ruling.
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Data=0

Data=1

PN=0

++

+ -

PN=1

-+

Data is sent in packets of 1200 bits. This includes 1024 of payload data plus 176 bits of
header. High data rate packets would be sent at the 3.75 Mp/s rate and last 320 ps. The
packets would occur once every 8 ms and the packets would occur once every 8§ ms. Low
data rate packets would be sent at the 64 kp/s rate and last 18.75 ms and the packet would
occur once every 468.75 ms. The payload data would be random, or all ones, or all zeros.
The header data would be the same for each packet. Use all ones or all zeros for the
header.

4.9 Test Waveform Nine (TW9)

The ninth test waveform is a stream of doublets with fixed initial phase orientation. The
value of the symbol is determined by the phase relationship of the two pulses in the
doublet as shown in Table 2. The two pulses in the doublet are separated by about 5.708
ns. Doublets themselves have burst repetition interval (BRI) of about 17.123 ns apart,
allowing for a data rate of about 58.4 Mb/s. The code has a maximum length 0f 1023 bits.
This pulse spacing provides a spectrum with nulls every 175.2 MHz.

Table 2. Constant Phase Doublet Symbol Mapping

DATA SYMBOL
0 -+
1 + -

This waveform has three data rates based on the initial 58.4 Mb/s base data rate. The
high data rate is simply a continuous stream at this rate. The medium data rate sends a
burst of 1023 random symbols with a 175.17 us BRI for a 10% burst duty factor. The
low data rate sends a burst of 1023 random symbols with a 1.7517 ms BRI for a 1% burst
duty factor.

4.10 Test Waveform Ten (TW10)

The tenth test waveform is an OOK pattern. Bit spacing is about 5 ns. Every 206 us a
training preamble of constant data rate pulses is sent. There is only one data rate for this
waveform.
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5.0 RECEIVER SUSCEPTIBILITY TEST

The objective of the receiver susceptibility tests is to obtain data that will provide useful
information on the susceptibility of AN/ARC-210 receivers to UWB interference. The
tests will be performed using either one or two signals. With the one signal tests, a UWB
interfering signal is input to the receiver under test and the output is observed. The
receiver is considered to be susceptible if the UWB interfering signal produces a
detectable change in the receiver output. No intended in-band signal is used for this test.
For the AN/ARC-210, the concern is that EMI may cause changes in the output of the
receiver that will impact the desired functionality of the received signal. The changes in
the output of the receiver may be manifested as: a change in the output noise; the
production of interference at the output; or, activation (of the automatic gain control, etc).

The two signal susceptibility tests described in this test plan require that the receiver
desired signal and a UWB interfering signal be simultaneously injected into the receiver
antenna port. The concern is that EMI can degrade the performance of the AN/ARC-210.
The baseline performance is defined in terms of a standard response that is used to
determine receiver sensitivity and provides the basis for the susceptibility tests. For the
AN/ARC-210, the standard response is usually defined in terms of a signal to
interference, noise, and distortion (SINAD) ratio or a bit error rate (BER). The
sensitivity is measured before the susceptibility tests are performed.

There are two approaches that may be used for the two signal susceptibility tests. For the
first approach, the desired signal level is fixed at a level that is 6 dB above the standard
response level and the receiver susceptibility to UWB interference is determined by
slowly increasing the UWB signal strength until the receiver can no longer maintain a
standard response. The susceptibility level describes the effect of the UWB interfering
signal when the desired signal is close to the standard response level.

For the second approach, a high level UWB interfering signal (e.g., 20 dB above the
receiver sensitivity) is injected and the desired signal level that is required for satisfactory
operation of the receiver is determined. The information obtained from this test may be
used to determine the reduction in range that the receiver will experience as a result of
UWRB interference. These levels are a better indication of the degradation resulting from
UWRB interference when the receiver has significant desired signal to operate with and is
more typical of normal operations.

5.1 Receiver Sensitivity Measurement — Fixed Frequency Mode

The receiver sensitivity level is specified as the signal level required to create an
appropriate standard response that results in satisfactory operation of the receiver. For
operation of the AN/ARC-210 in a fixed frequency mode, the standard response is the
level that results in a SINAD equal to 10 dB. The receiver sensitivity is measured using
an on-tune desired signal that contains the normal receiver modulation.
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5.1.1 Receiver Sensitivity Measurement — Fixed Frequency Mode Objective

The objective of this test is to determine the sensitivity of the AN/ARC-210 receiver
operating in a fixed frequency mode.

5.1.2 Receiver Sensitivity Measurement — Fixed Frequency Mode Test Set-Up

The test set-up diagram for the receiver sensitivity test is shown in Figure 1.

Spectrum
Analyzer

_______ L

Pre-Amplifie
(as required

~ =

UWB Signal RF In Receiver
Source Coupler EPT
! Data E
| Out |
l !
l !
! i
o \ BER | |
i Monitor 1

Figure 1. Receiver Sensitivity Test Set-Up

A signal generator or a signal simulator is used to generate the signal used for the test. A
spectrum analyzer is used to monitor and measure the signal level at the input to the
receiver EUT. A pre-amplifier connected at the input of the spectrum analyzer may be
required to observe the signal during the sensitivity test. Alternatively, after the
sensitivity level is established, the signal level can be raised by a known, fixed amount
(e.g., 40 dB) to enable the spectrum analyzer measurement to be made.

Spectrum analyzer levels shall be corrected for the pre-amplifier gain (if used) plus
coupler and/or cable losses that exist in the measurement system. The receiver operation
is verified to be satisfactory by monitoring the receiver output and/or measuring the BER
of the information data.
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5.1.5 Receiver Sensitivity Measurement — Fixed Frequency Mode Test Procedure

The general test procedure for determining receiver sensitivity for operation in a fixed
frequency mode is as follows:

13. Tune the receiver to a test frequency. Set the desired signal simulator to the
tuned frequency of the receiver and adjust the output power to a level that is at
least 10 dB below the receiver nominal sensitivity. The simulator signal shall be
modulated in the normal manner used by the receiver and, if appropriate, coded
with the receiver’s internal code. Verify that the receiver has not achieved a
standard response condition for the low level signal.

14. Increase the signal simulator power level until the receiver standard response
level is obtained (i.e., 10 dB SINAD). Be sure to pause between each increase in
signal power by an amount exceeding the maximum specified settling time for the
receiver. Record this as the “standard response acquisition threshold” (ACQ) on
the data sheet in Table 3.

15. Increase the input power level an additional 10 dB above the ACQ.

16. Decrease the input power level until the standard response condition is impacted.
Record on the data sheet (Table 3) the input power level at which loss of the
standard response was first observed. This level is termed the “signal upset
threshold” (SUPSET) level. It shall be noted that ACQ and SUPSET may occur
at the same level.

17. Steps 1 through 4 shall be performed at frequencies of 242.5 MHz, 312.5 MHz
and 382.5 MHz.

18. If the receiver operates at multiple modes/rates, repeat Steps 1 through 5 while the
receiver is operating at several representative modes (e.g., if the receiver operates
at several data rates, make the measurements with the receiver operating at
minimum, maximum, and nominal data rates).

5.1.4 Receiver Sensitivity Measurement — Fixed Frequency Mode Test Output

The required results from the receiver sensitivity test consist of documenting the ACQ
and SUPSET thresholds on the data sheet provided in Table 3. An average threshold
value shall be specified if significant differences exist between the thresholds determined
in the multiple test trials.
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Table 3. DATA SHEET FOR SENSITIVITY MEASUREMENTS

Receiver: AN/ARC-210 UHF HAVE QUICK Mode
Frequency Band: 225 MHZ to 400 MHz

Receiver Modes: Frequency Hopping

Test Frequencies: 242.5 MHz, 312.5 MHz, 382.5 MHz
Standard Response Criterion: 10 dB SINAD

Desired Signal Modulation: AM

IF Bandwidth: 25 kHz

Sensitivity: -103 dBm

RCVR RCVR ACQ SUPSET NOTES
FRQ MODE | (dBm) | (dBm)
(MHz)

NOTE: Sensitivity threshold levels are inherently statistical and thus this procedure shall
be conducted multiple times to obtain a representative sample of the threshold level.
Tests shall be conducted at frequencies corresponding to 10%, 50% and 90% of the
tuning band.

5.2 Receiver Sensitivity Measurement — Frequency - Hopping Mode

When the receiver is operating in a frequency-hopping mode, the receiver must acquire
and maintain synchronization to operate properly. For the frequency-hopping mode of
operation, the receiver sensitivity may be defined in terms of the ACQ, which is the
signal level required for the receiver to acquire synchronization and achieve an
acceptable BER, and the SUPSET, which is the signal level required for the receiver to
maintain an acceptable BER once acquisition has occurred.

5.2.1 Receiver Sensitivity Measurement — Frequency - Hopping Mode Objective

The objective of this test is to measure the ACQ and SUPSET thresholds for the
AN/ARC-210 receiver operating in a frequency-hopping mode..
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5.2.2 Receiver Sensitivity Measurement — Frequency - Hopping Mode Test Setup
The test setup is shown in Figure 1.

5.2.3 Receiver Sensitivity Measurement — Frequency - Hopping Mode Test
Procedures

The general test procedure for determining receiver sensitivity for a frequency-hopping
mode is as follows:

1. Set the signal simulator (or transmitter) and the receiver to operate with the same
hopset. Adjust the output level for the desired signal simulator so it is at least 10
dB below the nominal receiver sensitivity. The simulated signal shall be
modulated in the normal manner used by the receiver and, if appropriate, coded
with the receiver’s internal code. Verify that the receiver has not acquired
synchronization with the low level signal.

2. Increase the signal simulator power level until the receiver acquires
synchronization and is operating at a standard response level (e.g., a 10% BER).
Be sure to pause between each increase in signal power by an amount exceeding
the maximum specified settling time for the receiver. Record the input power
level at which the standard response condition was acquired. This power level
which is defined as the ACQ shall be recorded in Table 3.

3. Increase the input power level an additional 10 dB above the ACQ.

4. Decrease the input power level until the BER drops below an acceptable level.
Record in Table 3 the input power level at which the unacceptable BER was first
observed. This level is termed the SUPSET level.

NOTE: Sensitivity threshold levels are inherently statistical and thus multiple trials of
this procedure, using different hopsets, shall be conducted to obtain a representative
sample of the threshold level.

5.2.4 Receiver Sensitivity Measurement — Frequency - Hopping Mode Test Output
The required results from the receiver sensitivity test consist of recording the ACQ and
the SUPSET on the data sheet provided in Table 3. An average threshold value shall be
specified if significant differences exist between the thresholds determined in the
multiple test trials.

5.3 White Noise Test Method

The white noise susceptibility test method is performed by injecting a desired signal and
a white noise signal, with the same or greater bandwidth as that of the victim receiver,
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directly into the receive antenna port and observing the impact at the output of the
receiver.

5.3.1 White Noise Test Objective

The objective of this test is to determine the impact of white noise signals on a receiver
and determine the susceptibility threshold as a function of the white noise signal
parameters.

5.3.2 White Noise Test Setup

The test setup is shown in Figure 2.

Spectrum
Analyzer

Desired Signal R— I ______
Pre-Amplifier
(as required)

T RF In Receiver
Coupler EUT

White Noise
Signal Source

Figure 2. Set-Up for White Noise Susceptibility Test

5.3.3 White Noise Test Procedure
9. Setup AN/ARC-210 for fixed frequency operation in the UHF band.

10. Input the desired signal at a frequency of 242.5 MHz and at the standard response
level.

11. Inject the white noise signal into the receiver input at a level that is at least 10 dB
above the receiver standard response level. The noise level shall be high enough
to mask the desired signal at the receiver output. The average noise level shall be
measured using the spectrum analyzer with a resolution bandwidth of 1 kHz, 30
kHz or 1 MHz (or similar bandwidths). The bandwidth shall be selected so it is
the highest of the three choices that is less than the receiver IF bandwidth.
Empirical or calculated bandwidth correction factors shall be used to adjust the
readings to the IF bandwidth of the receiver. Increase the desired signal level to
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obtain a standard response condition. Record the desired and noise interfering
signal levels on the data sheet in Table 4.

12. Repeat steps 1 through 3 at frequencies of 312.5 MHz and 382.5 MHz.

13. Repeat steps 1 through 3 for frequency hopping mode. The hopset used shall be
the same as used in Section 5.2 Receiver Sensitivity Measurement — Frequency -
Hopping Mode.

5.3.4 White Noise Test Output

The test output will define white noise waveform conditions that result in EMI.

Table 4. DATA SHEET FOR WHITE NOISE TESTS

Receiver: AN/ARC-210 UHF HAVE QUICK Mode

Frequency Band: 225 MHz to 400 MHz

Receiver Mode: Fixed Tuned, Frequency Hopping (Circle applicable mode)

Test Frequencies: 242.5 MHz, 312.5 MHz, 382.5 MHz (Circle applicable frequency)
Standard Response Criterion: 10 dB SINAD

Desired Signal Modulation: AM

IF Bandwidth: 25 kHz

Sensitivity: -103 dBm

SIGNAL LEVEL NOISE LEVEL
(dBm) (dBm)
STANDARD RESPONSE N/A
LEVEL
LEVEL WHERE NOISE
MASKS SIGNAL
STANDARD RESPONSE
LEVEL WITH NOISE

5.4 One Signal Susceptibility Test Method

The one signal susceptibility test method is performed by injecting a UWB signal, with
the appropriate waveform parameters as defined in Section 4.0, directly into the receive
antenna port and observing the impact at the output of the receiver. If the receiver
exhibits a change in the output as a result of the injected interfering signal, the receiver is
considered to be susceptible. The change in the output may be manifested as a change in
the output noise, the production of an interfering signal at the receiver output, activation
of the receiver automatic gain control, etc.
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5.4.1 One Signal Susceptibility Test Objective

The objective of this test is to determine the impact of UWB signals on a receiver and
determine the susceptibility threshold as a function of the UWB signal parameters.

5.4.2 One Signal Susceptibility Test Setup
The test setup is shown in Figure 3.
5.4.3 One Signal Susceptibility Test Procedure

The procedure is to inject a UWB signal into the receiver input and observe the receiver
output for any change that may provide an indication of susceptibility. Examples of
indications of susceptibility are changes in the output noise, the production of an
interfering signal at the output, activation of the receiver automatic gain control, etc. The
tests shall be conducted for each of the applicable UWB waveforms identified in Section
4.0 and at each of the frequencies specified in Section 5.3. The UWB interference upset
(IUPSET) conditions that provided an indication of susceptibility shall be recorded in
Table 7.

Spectrum
Analyzer

_______ L

Pre-Amplifie
(as required

~ =

T RF In Receiver
Coupler EUT

UWB Signal
Source

Figure 3. Setup For One Signal Susceptibility Test
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Table S. DATA SHEET FOR ONE SIGNAL SUSCEPTIBILITY TEST

Receiver: AN/ARC-210 UHF HAVE QUICK Mode
Frequency Band: 225 MHz to 400 MHz

Receiver Mode: Fixed Tuned

Test Frequencies: 242.5 MHz, 312.5 MHz, 382.5 MHz
Standard Response Criterion: 10 dB SINAD

Desired Signal Modulation: AM

IF Bandwidth: 25 kHz

Sensitivity: -103 dBm

RX FRQ UWB PRF UWB IUPSET
(MHz) SIGNAL (MHz) MOD (dBm)
242.5 1 80.8 NONE
2 80.8 DITHERED +
8.75 kHz
3 0.025 DITHERED %
17.5 kHz
4 0.025 10]0) ¢
5 0.0025 NONE
6 0.250 NONE
7 0.250 DITHERED +
4.375 kHz
8 Low Duty NONE
Factor (LDF)
8 High Duty NONE
Factor (HDF)
9 LDF NONE
9 Medium Duty NONE
Factor (MDF)
9 HDF NONE
10 LDF NONE
10 HDF NONE

Note that the spectrum analyzer resolution and video bandwidths will not be as wide as
the RF bandwidth of the UWB waveform. The resolution bandwidth (RBW) of the
spectrum analyzer shall be 30 kHz or the spectrum analyzer RBW closest to, but not
exceeding, 35 kHz. The spectrum analyzer video bandwidth (VBW) shall be equal to or
greater than the RBW. Empirical or calculated bandwidth correction factors shall be used
to adjust the measurement of the UWB waveform to the IF bandwidth of the receiver.
Average measurements shall be made for all of the test waveforms except for Waveform
Five which shall be made as a peak measurement. Record the interfering signal
conditions (signal parameters and levels) that cause an impact on the receiver output.
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5.4.4 One Signal Susceptibility Test Output

The test output will define UWB waveform conditions that result in EML.

5.5 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired

Signal

5.5.1 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal Test Objective

The objective of this EMI test is to determine the susceptibility of an AN/ARC-210
Susceptibility thresholds will be determined by
monitoring the output of the receiver and/or measuring the BER for the information data.

receiver to UWB interfering signals.

5.5.2 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired

Signal Test Setup

The test setup is shown in Figure 4.

UWB Signal
Source

i Filters,
I Attenuators
| (as required)

Power

Spectrum
Analyzer

Attenuators
or Pre-
Amplifier
(as required)

Combiner

E Filters,
I Attenuators
| (as required)

Signal Simulator/
Test Set
(Desired Signal)

A 4

RF In Receiver
Coupler EUT

Data i

Out :

|

|

I

|

|

|

|

T T !
: BER : |
I Monitor

Figure 4. Conducted Susceptibility Test Set-Up-Two Signal Method
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5.5.3 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal Test Procedure

The two signal susceptibility test procedure should define the performance impact that a
receiver will sustain as a result of EMI from a UWB signal. In order to obtain
meaningful results, it is necessary to use a desired signal level that is sufficiently above
the receiver noise level to minimize the impact of receiver noise on performance.

The receiver standard response level is often defined in terms of the signal level required
to produce a SINAD equal to 10 dB at the output of the receiver. If there is no
interference or distortion, the 10 dB SINAD translates to a 10 dB signal-to-noise ratio. If
a noise like interfering signal at the receiver noise level is added to the receiver input, the
SINAD would decrease by 3 dB (i.e. from 10 dB to 7 dB). This is too close to the
receiver noise and the test results may be affected by the receiver noise as well as by the
UWB interference. If the desired signal is 10 dB above the receiver noise, the noise
would have little impact on performance. As a result of the factors discussed , it was
decided that a desired signal level that is 6 dB above the standard response level should
be used for testing.

The general test procedure for determining receiver susceptibility to interference when
the desired signal is 6 dB above the standard response level and the receiver is operating
at a fixed frequency is as follows:

15. Tune the receiver to a test frequency of 242.5 MHz. Set the desired signal to the
test frequency.  Adjust the desired signal to a level that is 6 dB above the ACQ
as measured in Section 5.2. Verify that the receiver output exceeds a standard
response condition (i.e., SINAD is greater than 10 dB).

16. Decrease the desired signal until the level is 6 dB above the SUPSET. Record
this level in Table 6 as the “desired signal level” (DSL) for the selected UWB
waveform used for the tests. Verify that the receiver output exceeds the standard
response condition.

17. Activate the UWB interference signal source with one of the UWB test
waveforms at a level that is 20 dB below the SUPSET level recorded in Section
5.2.

18. Increase the interference signal power level until there is an indication of impact
on the receiver standard response condition (i.e., a decrease in the SINAD).
Record this level as the UPSET level in Table 6. Record IUPSET — DSL as the
interference-to-signal ratio (I/S).

19. Set the desired signal level to 6 dB above the acquisition threshold level. Record
this level as the DSL on the second row for the selected UWB waveform. Set the
UWB interfering signal to the maximum level available. Decrease the UWB
interference signal power until the receiver returns to a standard response
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condition and all parameters are within acceptable limits. Record this interference
level in Table 6 as the “interfering signal reacquisition threshold” (REACQ) level.
Record REACQ — DSL as the I/S ratio.

20. Repeat Steps 1 through 5 for each of the UWB test waveforms.

21. Repeat Steps 1 through 6 for receiver operating frequencies of 312.5 MHZ and
382.5 MHz.

5.5.4 Two Signal Susceptibility Test - Fixed Frequency — Standard Response
Desired Signal Test Output

The required results from the two signal EMI tests consist of recording the desired signal
level (DSL), the interfering signal level for the IUPSET and REACQ and the I/S ratio
on the appropriate line on the applicable data sheet for the UWB interference signal
modulations and receiver modes of operation.
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Table 6. TWO SIGNAL SUSCEPTIBILITY TEST WITH DESIRED SIGNAL AT
STANDARD RESPONSE LEVEL

Receiver: AN/ARC-210 UHF HAVE QUICK Mode
Frequency Band: 225 MHz to 400 MHz
Test Frequencies: 242.5 MHz, 312.5 MHz, 382.5 MHz
Receiver Mode: Fixed Tuned, Frequency Hopping
Standard Response Criterion: 10 dB SINAD

Desired Signal Modulation: AM
IF Bandwidth: 25 kHz

Sensitivity: - 103 dBm

RX UWB PRF UWB DSL | IUPSE | REACQ I/S
FRQ | SIGNAL | (MHz) MOD (dBm) T (dBm) (dB)
(MHz) (dBm)
242.5 1 80.8 NONE X
1 80.8 NONE X
2 80.8 DITHERED + X
8.75 kHz
2 80.8 DITHERED + X
8.75 kHz
3 0.025 | DITHERED =+ X
17.5 kHz
3 0.025 | DITHERED =+ X
17.5 kHz
4 0.025 | MODULATE X
D
4 0.025 | MODULATE X
D
5 0.0025 NONE X
5 0.0025 NONE X
6 0.250 NONE X
6 0.250 NONE X
7 0.250 | DITHERED =+ X
4.375 kHz
7 0.250 | DITHERED =+ X
4.375 kHz
8 LDF NONE X 8 LDF
8 LDF NONE X 8 LDF
8 HDF NONE X 8 HDF
8 HDF NONE X 8 HDF
9 LDF NONE X 9 LDF
9 LDF NONE X 9 LDF
9 MDF NONE X 9 MDF
9 MDF NONE X 9 MDF
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RX UWB PRF UWB DSL | IUPSE | REACQ | I/S
FRQ | SIGNAL | (MHz) MOD @Bm)| T (dBm) | (dB)
(MHz) (dBm)
9 HDF | NONE X 9 HDF
9 HDF | NONE X 9 HDF
10 HDF | NONE X 10 HDF
10 HDF | NONE X 10 HDF
10 LDF | NONE X 10 LDF
10 LDF | NONE X 10 LDF

5.6 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal

5.6.1 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Objective

The objective of this test is to determine the impact of a high level UWB interfering
signal on a receiver. The tests will determine the desired signal level that is required for
the receiver to operate in a satisfactory manner with a high level UWB interfering signal
(e.g., 20 dB above the receiver sensitivity) present.

5.6.2 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Setup

The test setup is similar to the setup shown in Figure 5. The only differences between
this test and the previous test (i.e., the two signal test with the desired signal set at a
standard response level) are the levels of the desired and UWB interfering signals.

5.6.3 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Procedure

The test procedure for determining the desired signal level required for satisfactory
operation when a high level interfering signal is present is as follows:

11. Select a UWB waveform from the list presented in Section 4. Adjust the UWB
signal so the inband components of the UWB signal are 20 dB above the receiver

sensitivity or are at the maximum power available from the pulse generator.
Record this level as the ISL in Table 7

12. Tune the desired signal and the receiver to 242.5 MHz. Inject the desired signal
at a level that is below the standard response level. Increase the desired signal
level until the receiver achieves a standard response condition. Record the
desired and interfering signal levels for the ACQ in Table 7. Record ISL - ACQ
as the I/S in Table 7.
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13. Decrease the desired signal level until upset occurs. Record this level as SUPSET
in Table 7. Record ISL - SUPSET as the I/S in Table 7.

14. Repeat steps 1 through 3 for each of the UWB waveforms listed in Section 4.0.

15. Repeat steps 1 through 4 for each of the test frequencies of 312.5 MHZ and 382.5
MHz.

5.6.4 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Output

Record the interfering signal level (ISL) and the desired signal level for the condition
where ACQ and SUPSET occurred on the appropriate line on the applicable data sheet
provided in Table 7.

5.7 Two Signal Susceptibility Frequency Hopping — Standard Response Desired
Signal

5.7 .1 Two Signal Susceptibility Frequency Hopping — Standard Response Desired
Signal Test Objective

The objective of this test is to determine the IUPSET for an AN/ARC-210 receiver
operating in a frequency-hopping mode with the desired signal 6 dB above the SUPSET
and to determine the REACQ with the intended signal 6 dB above the ACQ.

Table 7. TWO SIGNAL SUSCEPTIBILITY TEST WITH HIGH LEVEL UWB
SIGNAL

Receiver: AN/ARC-210 UHF HAVE QUICK Mode
Frequency Band: 225 MHz to 400 MHz

Test Frequencies: 242.5 MHz, 312.5 MHz, 382.5 MHz
Receiver Mode: Fixed Tuned, Frequency Hopping
Standard Response Criterion: 10 dB SINAD

Desired Signal Modulation: AM

IF Bandwidth: 25 kHz

Sensitivity: - 103 dBm

RX UWB PRF UWB ISL ACQ SUPSET | I/S
FRQ | SIGNAL | (MHz) MOD (dBm) | (dBm) (dBm) (dB)
(MHz)
242.5 1 80.8 NONE X
1 80.8 NONE X
2 80.8 | DITHERED =+ X
8.75 kHz
2 80.8 | DITHERED =+ X
8.75 kHz
3 0.025 | DITHERED =+ X
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RX UWB | PRF UWB ISL ACQ | SUPSET | IS
FRQ | SIGNAL | (MHz) MOD (dBm) | (dBm) | (dBm) | (dB)
(MHz)

17.5 kHz
3 0.025 | DITHERED + X

17.5 kHz
4 0.025 | MODULATE X

D
4 0.025 | MODULATE X
D

5 0.0025 NONE X
5 0.0025 NONE X
6 0.250 NONE X
6 0.250 NONE X
7 0.250 | DITHERED + X

4.375 kHz
7 0.250 | DITHERED + X

4.375 kHz
8 LDF NONE X
8 LDF NONE X
8 HDF NONE X
8 HDF NONE X
9 LDF NONE X
9 LDF NONE X
9 MDF NONE X
9 MDF NONE X
9 HDF NONE X
9 HDF NONE X
10 HDF NONE X
10 HDF NONE X
10 LDF NONE X
10 LDF NONE X

5.7.2 Two Signal Susceptibility Frequency Hopping — Standard Response Desired
Signal Test Setup

The test setup is shown in Figure 5.

5.7.3 Two Signal Susceptibility Frequency Hopping — Standard Response Desired
Signal Test Procedure

1. Setup the signal simulator and the receiver to operate with a selected hopset.
Adjust the desired signal to a level that is 6 dB above the ACQ level determined
in Section 5.2. Verify that the receiver has locked onto the desired signal and a
standard response condition has been achieved.
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2. Decrease the desired signal to a level that is 6 dB above the SUPSET. Record this
level as DSL on Table 6. Verify that the receiver output exceeds a standard
response condition.

3. Activate the UWB interference signal source with one of the UWB test
waveforms listed in Section 4.0 at a level that is 10 dB below the “desired signal
upset threshold” level.

4. Increase the interference signal power level until the output drops out of the
standard response condition. Record this level as the IUPSET level. Record
IUPSET — DSL as the I/S ratio in Table 6.

5. Set the desired signal to 6 dB above the acquisition threshold level and set the
UWB signal to the maximum level available. Decrease the interference signal
power until the receiver is operating with an acceptable BER and all parameters
are within acceptable limits. Record this interference level as the REACQ in
Table 6. Record REACQ — DSL as the 1I/S ratio.

6. Repeat Steps 1 through 5 for each different UWB waveform listed in Section 4.0.
5.7.4 Two Signal Susceptibility Frequency Hopping — Standard Response Desired
Signal Test Output

Record the ACQ, DSL, IUPSET, REACQ and I/S on the appropriate lines of the
applicable data sheet in Table 6.

5.8 Frequency Hopping Mode - High Level UWB Signal

5.8.1 Frequency Hopping Mode - High Level UWB Signal Test Objective

The objective of this EMI test is to determine the susceptibility of the AN/ARC-210
receiver to high level UWB signals (20 dB above the receiver sensitivity) when the
receiver is operating in a frequency-hopping mode.

5.8.2 Frequency Hopping Mode - High Level UWB Signal Test Setup

The test setup is shown in Figure 5.

5.8.3 Frequency Hopping Mode - High Level UWB Signal Test Procedure

The test procedure for determining the desired signal level required for satisfactory

operation when a high level interfering signal is present and the receiver is operating in a
frequency-hopping mode is as follows:
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1. Select a set of waveform parameters from those listed in Section 4.0. Adjust the
UWB signal so the inband components are at a level that is 20 dB above the
receiver minimum standard response or are at the maximum power available from
the UWB generator. Record this level as ISL in Table 7.

2. Increase the desired signal until the receiver acquires synchronization and there is
a standard response condition at the output. Record this level as the ACQ in
Table 7. Record ACQ — ISL as the S/I ratio in Table 7.

3. Decrease the desired signal level until the receiver exhibits unacceptable
performance. Record this level as the SUPSET in Table 7. Record SUPSET —
ISL as the S/I ratio in Table 7.

4. Repeat Steps 1 through 3 for each different UWB waveform listed in Section 4.0.

5.8.4 Frequency Hopping Mode - High Level UWB Signal Output

Record the interfering signal level and the desired signal level for the condition where
“acquisition” and “upset” occurred and calculate and record the interference to signal
ratios on the appropriate lines on the applicable data sheet provided in Table 7.
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APPENDIX D
UWB EMI TEST PLAN FOR THE AN/ARC-210 VHF SINCGARS
MODE

1.0 INTRODUCTION

The AN/ARC-210 very high frequency/ultra high frequency (VHF/UHF) Communication
System is a line-of-sight, multi-mode transmitter/receiver system incorporating advanced
electromagnetic counter-counter measures (ECCM) techniques. The AN/ARC-210
emulates the Single Channel Ground and Airborne Radio System (SINCGARS) in the
VHF band (30 MHZ to 88 MHz) and emulates the HAVE QUICK radio in the UHF band
(225 MHz to 400 MHz). The AN/ARC-210 uses frequency modulation (FM) in the 30
MHz to 88 MHz band and both amplitude modulation (AM) and FM in the 225 MHz to
400 MHz band. In addition, the radio is capable of providing AM operation in the 108
MHz to 156 MHz band and FM operation in the 156 MHz to 174 MHz band. The
nominal sensitivity of the receiver is —103 dBm for AM operation and —108 dBm for FM
operation. The system can operate in either fixed frequency or frequency-hopping modes
with 25 kHz channel spacings. This test plan is for the AN/ARC-210 operating in the
VHF SINCGARS Mode.

2.0 OVERALL TEST OBJECTIVE

The overall objective of the test is to determine the electromagnetic interference (EMI)
susceptibility of the AN/ARC-210 (operating in the SINCGARS Mode) to conducted
ultra-wideband (UWB) signals that are injected into the receiver antenna port. The
results of this investigation will provide the information necessary to evaluate the
potential for UWB signals to interfere with the AN/ARC-210 and to understand how
UWB systems could be implemented to make use of their unique capabilities without
causing EMI.

3.0 TEST APPROACH

In order to accomplish the test objective, there are several parameters that must be
measured. These parameters are the sensitivity of the receiver to the desired signal and
the susceptibility of the receiver to noise and selected UWB interfering signals. The test
will be performed for the receiver operating in both fixed tuned and frequency-hopping
modes.

The tests will be performed at the Naval Air Warfare Center Aircraft Division (NAWC
AD) Electromagnetic Environmental Effects (E’) facility by personnel that are familiar
with EMI test equipment and are knowledgeable about EMI test procedures and
techniques. For the type of scientific testing required for this project, detailed
“cookbook™ test procedures may be too restrictive and may impede testing. Therefore,
detailed test procedures are not considered to be necessary and will not be provided in
this test plan. Instead, the plan outlines procedures that will be dynamically adapted
during the tests and recorded to ensure consistency and repeatability.
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4.0 UWB WAVEFORMS

The UWB waveform parameters that will be used for the AN/ARC-210 receiver shall be
selected from the set of waveforms that are presented below. When a filtered baseband
pulse waveform is used, the frequency band for the UWB signal shall be selected so the
receiver operating band (30 MHz to 88 MHz) falls within the UWB signal band. When
the waveform is generated by an unfiltered baseband pulse, the selection of the frequency
band does not apply.

The first five waveforms described below should provide the most EMI impact on a
receiver. If none of the first five waveforms produce significant EMI impact on the EUT,
the impact with other waveforms will be negligible and the testing can end at this point.
If any of the first five waveforms result in EMI, additional testing shall be performed
using waveforms 6 and 7 to provide a better characterization of the impact.

After completion of testing for the victim specific waveform, each victim will be tested
using both of the generic phase shift UWB “Communication” Waveforms, Waveforms 8
and 9, and the generic On-OFF Keying (OOK) UWB “Communication” Waveforms,
Waveform 10. These waveforms have been designed to simulate idealized actual UWB
communications code schemes and will provide an indication of the EMC of such special
codes.

4.1 Test Waveform One (TW1)

For the first test waveform, the pulse repetition frequency (PRF) shall be the maximum
value available from the pulse generator that results in the fundamental or a harmonic of
the PRF falling within the tuning range of the receiver.* For the AN/ARC-210 operating
in the SINCGARS Mode the test frequencies will be 35.8 MHz, 59 MHz and 82.2 MHz.
The corresponding PRFs for the first test waveform shall be equal to the test frequency.
This first test waveform shall not be dithered or modulated. For this case, only one
spectral line will fall within the intermediate frequency (IF) passband and the IF signal
will appear to be a continuous wave (CW) signal. The receiver shall be tuned to the
spectral line.

4.2 Test Waveform Two (TW2)

For the second test waveform, the basic PRF shall be the same as described for the first
test waveform. However, the pulses shall be randomly dithered to fill 50% of the IF
passband. This will result in a noise like signal in the IF passband and the receiver shall
be tuned for maximum impact from the UWB signal.

* Note that the reference frequency for the UWB pulse generator is the PRF. Therefore, the terms fundamental and harmonic refer to
the fundamental and harmonics of the PRF.
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4.3 Test Waveform Three (TW3)

For the third test waveform, the PRF shall be 25 kHz. The pulses shall be dithered
randomly to fill 100% of the IF passband. This will result in a noise like signal across the
tuning range of the receiver.

4.4 Test Waveform Four (TW4)

For the fourth test waveform, the PRF shall be 25 kHz. The signal shall not be dithered
but the waveform shall be modulated with on-off keying (OOK). This type of UWB
interfering signal will result in a modulated signal in the IF passband and the receiver
shall be tuned for a maximum impact from the UWB interference.

4.5 Test Waveform Five (TW5)

For the fifth test waveform, the PRF shall be 2.5 kHz. The waveform shall not be
modulated or dithered. For this case, the PRF will be slow relative to the IF response
time so the individual pulses will appear in the IF (however, the pulse width will be
increased and the peak power will be reduced). For this waveform approximately 10
spectral lines will fall within the IF passband.

4.6 Test Waveform Six (TW6)

For the sixth test waveform, the PRF shall be 250 kHz and the pulses shall not be
dithered or modulated. For this case, the PRF will be fast relative to the IF response time.
Therefore, the signal will appear to be continuous and the effect will be that of a CW
signal. Only one spectral line can fall within the IF passband and there should be a
spectral line in every tenth channel. To the extent possible the receiver shall be tuned to
the spectral line closest to the designated test frequency.

4.7 Test Waveform Seven (TW?7)

For the seventh test waveform, the PRF shall be 250 kHz and the pulses shall be dithered
randomly to cover 25% of the IF bandwidth. This will result in a noise like signal in the
IF passband for every tenth channel and the receiver shall be tuned for a maximum
impact from the UWB waveform.

4.8 Test Waveform Eight (TWS)

The eighth test waveform is a stream of doublets with random initial phase orientation.
The value of the symbol is determined by the phase relationship of the two pulses in the
doublet as shown in Table 1. The two pulses in the doublet are separated by about 1 ns.
Doublets themselves have burst repetition interval (BRI) of about 267 ns apart, allowing
for a data rate of about 3.75 Mb/s for a high data rate or about 15.625 ps apart, allowing
for a data rate of about 64 kb/s for a low data rate. The high data rate timing retains the
ratio of peak to average spectral density described in the recent FCC ruling.
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Table 1. Pseudorandom Noise Doublet Symbol Mapping

Data=0 Data=1
PN=0 + + + -
PN=1 -- -+

Data is sent in packets of 1200 bits. This includes 1024 of payload data plus 176 bits of
header. High data rate packets would be sent at the 3.75 Mp/s rate and last 320 ps. The
packets would occur once every 8 ms and the packets would occur once every 8 ms. Low
data rate packets would be sent at the 64 kp/s rate and last 18.75 ms and the packet would
occur once every 468.75 ms. The payload data would be random, or all ones, or all zeros.
The header data would be the same for each packet. Use all ones or all zeros for the
header.

4.9 Test Waveform Nine (TW9)

The ninth test waveform is a stream of doublets with fixed initial phase orientation. The
value of the symbol is determined by the phase relationship of the two pulses in the
doublet as shown in Table 2. The two pulses in the doublet are separated by about 5.708
ns. Doublets themselves have burst repetition interval (BRI) of about 17.123 ns apart,
allowing for a data rate of about 58.4 Mb/s. The code has a maximum length 0f 1023 bits.
This pulse spacing provides a spectrum with nulls every 175.2 MHz.

Table 2. Constant Phase Doublet Symbol Mapping

DATA SYMBOL
0 -+
1 + -

This waveform has three data rates based on the initial 58.4 Mb/s base data rate. The
high data rate is simply a continuous stream at this rate. The medium data rate sends a
burst of 1023 random symbols with a 175.17 us BRI for a 10% burst duty factor. The
low data rate sends a burst of 1023 random symbols with a 1.7517 ms BRI for a 1% burst
duty factor.

4.10 Test Waveform Ten (TW10)

The tenth test waveform is an OOK pattern. Bit spacing is about 5 ns. Every 206 us a
training preamble of constant data rate pulses is sent. There is only one data rate for this
waveform.
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5.0 RECEIVER SUSCEPTIBILITY TEST

The objective of the receiver susceptibility tests is to obtain data that will provide useful
information on the susceptibility of AN/ARC-210 receivers to UWB interference. The
tests will be performed using either one or two signals. With the one signal tests, a UWB
interfering signal is input to the receiver under test and the output is observed. The
receiver is considered to be susceptible if the UWB interfering signal produces a
detectable change in the receiver output. No intended in-band signal is used for this test.
For the AN/ARC-210, the concern is that EMI may cause changes in the output of the
receiver that will impact the desired functionality of the received signal. The changes in
the output of the receiver may be manifested as: a change in the output noise; the
production of interference at the output; or, activation (of the automatic gain control, etc).

The two signal susceptibility tests described in this test plan require that the receiver
desired signal and a UWB interfering signal be simultaneously injected into the receiver
antenna port. The concern is that EMI can degrade the performance of the AN/ARC-210.
The baseline performance is defined in terms of a standard response that is used to
determine receiver sensitivity and provides the basis for the susceptibility tests. For the
AN/ARC-210, the standard response is usually defined in terms of a signal to
interference, noise, and distortion (SINAD) ratio or a bit error rate (BER). The
sensitivity is measured before the susceptibility tests are performed.

There are two approaches that may be used for the two signal susceptibility tests. For the
first approach, the desired signal level is fixed at a level that is 6 dB above the standard
response level and the receiver susceptibility to UWB interference is determined by
slowly increasing the UWB signal strength until the receiver can no longer maintain a
standard response. The susceptibility level describes the effect of the UWB interfering
signal when the desired signal is close to the standard response level.

For the second approach, a high level UWB interfering signal (e.g., 20 dB above the
receiver sensitivity) is injected and the desired signal level that is required for satisfactory
operation of the receiver is determined. The information obtained from this test may be
used to determine the reduction in range that the receiver will experience as a result of
UWRB interference. These levels are a better indication of the degradation resulting from
UWRB interference when the receiver has significant desired signal to operate with and is
more typical of normal operations.

5.1 Receiver Sensitivity Measurement — Fixed Frequency Mode

The receiver sensitivity level is specified as the signal level required to create an
appropriate standard response that results in satisfactory operation of the receiver. For
operation of the AN/ARC-210 in a fixed frequency mode, the standard response is the
level that results in a SINAD equal to 10 dB. The receiver sensitivity is measured using
an on-tune desired signal that contains the normal receiver modulation.
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5.1.1 Receiver Sensitivity Measurement — Fixed Frequency Mode Objective

The objective of this test is to determine the sensitivity of the AN/ARC-210 receiver
operating in a fixed frequency mode.

5.1.2 Receiver Sensitivity Measurement — Fixed Frequency Mode Test Set-Up

The test set-up diagram for the receiver sensitivity test is shown in Figure 1.

Spectrum
Analyzer

_______ L

Pre-Amplifie
(as required

~ =

UWB Signal RF In Receiver
Source Coupler EPT
! Data E
| Out |
l !
l !
! i
o \ BER | |
i Monitor 1

Figure 1. Receiver Sensitivity Test Set-Up

A signal generator or a signal simulator is used to generate the signal used for the test. A
spectrum analyzer is used to monitor and measure the signal level at the input to the
receiver EUT. A pre-amplifier connected at the input of the spectrum analyzer may be
required to observe the signal during the sensitivity test. Alternatively, after the
sensitivity level is established, the signal level can be raised by a known, fixed amount
(e.g., 40 dB) to enable the spectrum analyzer measurement to be made.

Spectrum analyzer levels shall be corrected for the pre-amplifier gain (if used) plus
coupler and/or cable losses that exist in the measurement system. The receiver operation
is verified to be satisfactory by monitoring the receiver output and/or measuring the BER
of the information data.
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5.1.6 Receiver Sensitivity Measurement — Fixed Frequency Mode Test Procedure

The general test procedure for determining receiver sensitivity for operation in a fixed
frequency mode is as follows:

19. Tune the receiver to a test frequency. Set the desired signal simulator to the
tuned frequency of the receiver and adjust the output power to a level that is at
least 10 dB below the receiver nominal sensitivity. The simulator signal shall be
modulated in the normal manner used by the receiver and, if appropriate, coded
with the receiver’s internal code. Verify that the receiver has not achieved a
standard response condition for the low level signal.

20. Increase the signal simulator power level until the receiver standard response
level is obtained (i.e., 10 dB SINAD). Be sure to pause between each increase in
signal power by an amount exceeding the maximum specified settling time for the
receiver. Record this as the “standard response acquisition threshold” (ACQ) on
the data sheet in Table 3.

21. Increase the input power level an additional 10 dB above the ACQ.

22. Decrease the input power level until the standard response condition is impacted.
Record on the data sheet (Table 3) the input power level at which loss of the
standard response was first observed. This level is termed the “signal upset
threshold” (SUPSET) level. It shall be noted that ACQ and SUPSET may occur
at the same level.

23. Steps 1 through 4 shall be performed at frequencies of 35.8 MHz, 59 MHz and
82.2 MHz.

24. If the receiver operates at multiple modes/rates, repeat Steps 1 through 5 while the
receiver is operating at several representative modes (e.g., if the receiver operates
at several data rates, make the measurements with the receiver operating at
minimum, maximum, and nominal data rates).

5.1.4 Receiver Sensitivity Measurement — Fixed Frequency Mode Test Output

The required results from the receiver sensitivity test consist of documenting the ACQ
and SUPSET thresholds on the data sheet provided in Table 3. An average threshold
value shall be specified if significant differences exist between the thresholds determined
in the multiple test trials.
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Table 3. DATA SHEET FOR SENSITIVITY MEASUREMENTS

Receiver: AN/ARC-210 VHF SINCGARS Mode
Frequency Band: 30 MHZ to 88 MHz

Receiver Modes: Fixed tuned , Frequency Hopping
Test Frequencies: 35.8 MHz, 59 MHz, §2.2 MHz
Standard Response Criterion: 10 dB SINAD
Desired Signal Modulation: FM

IF Bandwidth: 25 kHz

Sensitivity: -108 dBm

RCVR RCVR ACQ SUPSET NOTES
FRQ MODE | (dBm) | (dBm)
(MHz)

NOTE: Sensitivity threshold levels are inherently statistical and thus this procedure shall
be conducted multiple times to obtain a representative sample of the threshold level.
Tests shall be conducted at frequencies corresponding to 10%, 50% and 90% of the
tuning band.

5.2 Receiver Sensitivity Measurement — Frequency - Hopping Mode

When the receiver is operating in a frequency-hopping mode, the receiver must acquire
and maintain synchronization to operate properly. For the frequency-hopping mode of
operation, the receiver sensitivity may be defined in terms of the ACQ, which is the
signal level required for the receiver to acquire synchronization and achieve an
acceptable BER, and the SUPSET, which is the signal level required for the receiver to
maintain an acceptable BER once acquisition has occurred.

5.2.1 Receiver Sensitivity Measurement — Frequency - Hopping Mode Objective

The objective of this test is to measure the ACQ and SUPSET thresholds for the
AN/ARC-210 receiver operating in a frequency-hopping mode.
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5.2.2 Receiver Sensitivity Measurement — Frequency - Hopping Mode Test Setup
The test setup is shown in Figure 1.

5.2.3 Receiver Sensitivity Measurement — Frequency - Hopping Mode Test
Procedures

The general test procedure for determining receiver sensitivity for a frequency-hopping
mode is as follows:

5. Set the signal simulator (or transmitter) and the receiver to operate with the same
hopset. Adjust the output level for the desired signal simulator so it is at least 10
dB below the nominal receiver sensitivity. The simulated signal shall be
modulated in the normal manner used by the receiver and, if appropriate, coded
with the receiver’s internal code. Verify that the receiver has not acquired
synchronization with the low level signal.

6. Increase the signal simulator power Ilevel until the receiver acquires
synchronization and is operating at a standard response level (e.g., a 10% BER).
Be sure to pause between each increase in signal power by an amount exceeding
the maximum specified settling time for the receiver. Record the input power
level at which the standard response condition was acquired. This power level
which is defined as the ACQ shall be recorded in Table 3.

7. Increase the input power level an additional 10 dB above the ACQ.

8. Decrease the input power level until the BER drops below an acceptable level.
Record in Table 3 the input power level at which the unacceptable BER was first
observed. This level is termed the SUPSET level.

NOTE: Sensitivity threshold levels are inherently statistical and thus multiple trials of
this procedure, using different hopsets, shall be conducted to obtain a representative
sample of the threshold level.

5.2.4 Receiver Sensitivity Measurement — Frequency - Hopping Mode Test Output
The required results from the receiver sensitivity test consist of recording the ACQ and
the SUPSET on the data sheet provided in Table 3. An average threshold value shall be
specified if significant differences exist between the thresholds determined in the
multiple test trials.

5.3 White Noise Test Method

The white noise susceptibility test method is performed by injecting a desired signal and
a white noise signal, with the same or greater bandwidth as that of the victim receiver,
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directly into the receive antenna port and observing the impact at the output of the
receiver.

5.3.1 White Noise Test Objective

The objective of this test is to determine the impact of white noise signals on a receiver
and determine the susceptibility threshold as a function of the white noise signal
parameters.

5.3.2 White Noise Test Setup

The test setup is shown in Figure 2.

Spectrum
Analyzer

Desired Signal R— I ______
Pre-Amplifier
(as required)

T RF In Receiver
Coupler EUT

White Noise
Signal Source

Figure 2. Set-Up for White Noise Susceptibility Test

5.3.3 White Noise Test Procedure
14. Set up AN/ARC-210 for fixed frequency operation in the VHF band.

15. Input the desired signal at a frequency of 35.8 MHz and at the standard response
level.

16. Inject the white noise signal into the receiver input at a level that is at least 10 dB
above the receiver standard response level. The noise level shall be high enough
to mask the desired signal at the receiver output. The average noise level shall be
measured using the spectrum analyzer with a resolution bandwidth of 1 kHz, 30
kHz or 1 MHz (or similar bandwidths). The bandwidth shall be selected so it is
the highest of the three choices that is less than the receiver IF bandwidth.
Empirical or calculated bandwidth correction factors shall be used to adjust the
readings to the IF bandwidth of the receiver. Increase the desired signal level to
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obtain a standard response condition. Record the desired and noise interfering
signal levels on the data sheet in Table 4.

17. Repeat steps 1 through 3 at frequencies of 59 MHz and 82.2 MHz.

18. Repeat steps 1 through 3 for frequency hopping mode. The hopset used shall be
the same as used in Section 5.2 Receiver Sensitivity Measurement — Frequency -
Hopping Mode.

5.3.4 White Noise Test Output

The test output will define white noise waveform conditions that result in EMI.

Table 4. DATA SHEET FOR WHITE NOISE TESTS

Receiver: AN/ARC-210 VHF SINCGARS Mode

Frequency Band: 30 MHz to 88 MHz

Receiver Mode: Fixed Tuned, Frequency Hopping

Test Frequencies: 35.8 MHz, 59 MHz, 82.2

Standard Response Criterion: 10 dB SINAD Fixed Tuned; 10% BER FH
Desired Signal Modulation: FM

IF Bandwidth: 25 kHz

Sensitivity: -108 dBm

SIGNAL LEVEL NOISE LEVEL
(dBm) (dBm)
STANDARD RESPONSE N/A
LEVEL
LEVEL WHERE NOISE
MASKS SIGNAL
STANDARD RESPONSE
LEVEL WITH NOISE

5.4 One Signal Susceptibility Test Method

The one signal susceptibility test method is performed by injecting a UWB signal, with
the appropriate waveform parameters as defined in Section 4.0, directly into the receive
antenna port and observing the impact at the output of the receiver. If the receiver
exhibits a change in the output as a result of the injected interfering signal, the receiver is
considered to be susceptible. The change in the output may be manifested as a change in
the output noise, the production of an interfering signal at the receiver output, activation
of the receiver automatic gain control, etc.
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5.4.1 One Signal Susceptibility Test Objective

The objective of this test is to determine the impact of UWB signals on a receiver and
determine the susceptibility threshold as a function of the UWB signal parameters.

5.4.2 One Signal Susceptibility Test Setup
The test setup is shown in Figure 3.
5.4.4 One Signal Susceptibility Test Procedure

The procedure is to inject a UWB signal into the receiver input and observe the receiver
output for any change that may provide an indication of susceptibility. Examples of
indications of susceptibility are changes in the output noise, the production of an
interfering signal at the output, activation of the receiver automatic gain control, etc. The
tests shall be conducted for each of the applicable UWB waveforms identified in Section
4.0 and at each of the frequencies specified in Section 5.3. The UWB interference upset
(IUPSET) conditions that provided an indication of susceptibility shall be recorded in
Table 5.

Spectrum
Analyzer

(as required)

T RF In Receiver

UWB Signal Coupler EUT

Source

Figure 3. Setup For One Signal Susceptibility Test
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Table S. DATA SHEET FOR ONE SIGNAL SUSCEPTIBILITY TEST

Receiver: AN/ARC- 210 VHF SINCGARS Mode
Frequency Band: 30 to 88 MHz

Receiver Mode: Fixed Tuned

Test Frequencies: 35.8 MHz, 59 MHz, 82.2. MHz
Standard Response Criterion: 10 dB SINAD
Desired Signal Modulation: FM

IF Bandwidth: 25 kHz

Sensitivity: -108 dBm

RX FRQ UWB PRF UWB IUPSET
(MHz) SIGNAL (MHz) MOD (dBm)
35.8 1 35.8 NONE
2 35.8 DITHERED =+
8.75 kHz
3 0.025 DITHERED +
17.5 kHz
4 0.025 0]0) ¢
5 0.0025 NONE
6 0.250 NONE
7 0.250 DITHERED +
4.375 kHz
8 Low Duty NONE
Factor (LDF)
8 High Duty NONE
Factor (HDF)
9 LDF NONE
9 Medium Duty NONE
Factor (MDF)
9 HDF NONE
10 LDF NONE
10 HDF NONE

Note that the spectrum analyzer resolution and video bandwidths will not be as wide as
the RF bandwidth of the UWB waveform. The resolution bandwidth (RBW) of the
spectrum analyzer shall be 30 kHz or the spectrum analyzer RBW closest to, but not
exceeding, 35 kHz. The spectrum analyzer video bandwidth (VBW) shall be equal to or
greater than the RBW. Empirical or calculated bandwidth correction factors shall be used
to adjust the measurement of the UWB waveform to the IF bandwidth of the receiver.
Average measurements shall be made for all of the test waveforms except for Waveform
Five which shall be made as a peak measurement. Record the interfering signal
conditions (signal parameters and levels) that cause an impact on the receiver output.
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5.4.4 One Signal Susceptibility Test Output
The test output will define UWB waveform conditions that result in EML.

5.5 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal

5.5.1 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal Test Objective

The objective of this EMI test is to determine the susceptibility of an AN/ARC-210
receiver to UWB interfering signals. Susceptibility thresholds will be determined by

monitoring the output of the receiver and/or measuring the BER for the information data.

5.5.2 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal Test Setup

The test setup is shown in Figure 4.

(as required)

UWB Signal

Spectrum
Analyzer
______________ ,'“‘““I"“““.
| Filters. i i Attenuators i
| i ! or Pre- i
| Attenuators ! ' Amplifi !
: | i mplifier |
1 1 l I

(as required)

Power T RF In Receiver
Combiner Coupler EUT

_______ I_______ Data
E Filters,

I Attenuators
| (as required)

A 4

Signal Simulator/ i BER i
Test Set D —: .
(Desired Signal) N

Figure 4. Conducted Susceptibility Test Set-Up-Two Signal Method

5.5.3 Two Signal Susceptibility Test - Fixed Frequency — Standard Response Desired
Signal Test Procedure
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The two signal susceptibility test procedure should define the performance impact that a
receiver will sustain as a result of EMI from a UWB signal. In order to obtain
meaningful results, it is necessary to use a desired signal level that is sufficiently above
the receiver noise level to minimize the impact of receiver noise on performance.

The receiver standard response level is often defined in terms of the signal level required
to produce a SINAD equal to 10 dB at the output of the receiver. If there is no
interference or distortion, the 10 dB SINAD translates to a 10 dB signal-to-noise ratio. If
a noise like interfering signal at the receiver noise level is added to the receiver input, the
SINAD would decrease by 3 dB (i.e. from 10 dB to 7 dB). This is too close to the
receiver noise and the test results may be affected by the receiver noise as well as by the
UWRB interference. If the desired signal is 10 dB above the receiver noise, a noise like
EMI signal at the noise level would have little impact on performance. As a result of the
factors discussed , it was decided that a desired signal level that is 6 dB above the
standard response level should be used for testing.

The general test procedure for determining receiver susceptibility to interference when
the desired signal is 6 dB above the standard response level and the receiver is operating
at a fixed frequency is as follows:

22. Tune the receiver to a test frequency of 35.8 MHz. Set the desired signal to the
test frequency.  Adjust the desired signal to a level that is 6 dB above the ACQ
as measured in Section 5.2. Verify that the receiver output exceeds a standard
response condition (i.e., SINAD is greater than 10 dB).

23. Decrease the desired signal until the level is 6 dB above the SUPSET. Record
this level in Table 6 as the “desired signal level” (DSL) for the selected UWB
waveform used for the tests. Verify that the receiver output exceeds the standard
response condition.

24. Activate the UWB interference signal source with one of the UWB test
waveforms at a level that is 20 dB below the SUPSET level recorded in Section
5.2.

25. Increase the interference signal power level until there is an indication of impact
on the receiver standard response condition (i.e., a decrease in the SINAD).
Record this level as the UPSET level in Table 6. Record IUPSET — DSL as the
interference-to-signal ratio (I/S).

26. Set the desired signal level to 6 dB above the acquisition threshold level. Record
this level as the DSL on the second row for the selected UWB waveform. Set the
UWB interfering signal to the maximum level available. Decrease the UWB
interference signal power until the receiver returns to a standard response
condition and all parameters are within acceptable limits. Record this interference
level in Table 6 as the “interfering signal reacquisition threshold” (REACQ) level.
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Record REACQ — DSL as the I/S ratio.
27. Repeat Steps 1 through 5 for each of the UWB test waveforms.

28. Repeat Steps 1 through 6 for receiver operating frequencies of 59 MHZ and §2.2
MHz.

5.5.4 Two Signal Susceptibility Test - Fixed Frequency — Standard Response
Desired Signal Test Output

The required results from the two signal EMI tests consist of recording the desired signal
level (DSL), the interfering signal level for the IUPSET and REACQ and the I/S ratio
on the appropriate line on the applicable data sheet for the UWB interference signal
modulations and receiver modes of operation.
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Table 6. TWO SIGNAL SUSCEPTIBILITY TEST WITH DESIRED SIGNAL AT
STANDARD RESPONSE LEVEL

Receiver: AN/ARC-210 VHF SINCGARS Mode
Frequency Band: 30 MHz to 88 MHz
Test Frequencies: 35.8 MHz, 59 MHz, §2.2 MHz

Receiver Mode: Fixed Tuned

Standard Response Criterion: 10 dB SINAD
Desired Signal Modulation: FM

IF Bandwidth: 25 kHz
Sensitivity: - 108 dBm

RX UWB PRF UWB DSL | IUPSE | REACQ I/S
FRQ | SIGNAL | (MHz) MOD (dBm) T (dBm) (dB)
(MHz) (dBm)
35.8 1 35.8 NONE X
1 35.8 NONE X
2 35.8 DITHERED + X
6.25 kHz
2 35.8 DITHERED + X
6.25 kHz
3 0.025 | DITHERED =+ X
12.5 kHz
3 0.025 | DITHERED =+ X
12.5 kHz
4 0.025 | MODULATED X
4 0.025 | MODULATED X
5 0.0025 NONE X
5 0.0025 NONE X
6 0.250 NONE X
6 0.250 NONE X
7 0.250 | DITHERED =+ X
3.12 SkHz
7 0.250 | DITHERED =+ X
3.125 kHz
8 LDF NONE X
8 LDF NONE X
8 HDF NONE X
8 HDF NONE X
9 LDF NONE X
9 LDF NONE X
9 MDF NONE X
9 MDF NONE X
9 HDF NONE X
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RX UWB | PRF UWB DSL | IUPSE | REACQ | I/S
FRQ | SIGNAL | (MHz) MOD @Bm)| T (dBm) | (dB)
(MHz) (dBm)

9 HDF NONE X

10 HDF NONE X

10 HDF NONE X

10 LDF NONE X

10 HDF NONE X

5.6 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal

5.6.1 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Objective

The objective of this test is to determine the impact of a high level UWB interfering
signal on a receiver. The tests will determine the desired signal level that is required for
the receiver to operate in a satisfactory manner with a high level UWB interfering signal
(e.g., 20 dB above the receiver sensitivity) present.

5.6.2 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Setup

The test setup is similar to the setup shown in Figure 5. The only differences between
this test and the previous test (i.e., the two signal test with the desired signal set at a
standard response level) are the levels of the desired and UWB interfering signals.

5.6.3 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Procedure

The test procedure for determining the desired signal level required for satisfactory
operation when a high level interfering signal is present is as follows:

16. Select a UWB waveform from the list presented in Section 4. Adjust the UWB
signal so the inband components of the UWB signal are 20 dB above the receiver

sensitivity or are at the maximum power available from the pulse generator.
Record this level as the ISL in Table 7

17. Tune the desired signal and the receiver to 35.8 MHz. Inject the desired signal at
a level that is below the standard response level. Increase the desired signal level
until the receiver achieves a standard response condition. Record the desired and
interfering signal levels for the ACQ in Table 7. Record ISL - ACQ as the I/S in
Table 7.

18. Decrease the desired signal level until upset occurs. Record this level as SUPSET
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in Table 7. Record ISL - SUPSET as the I/S in Table 7.
19. Repeat steps 1 through 3 for each of the UWB waveforms listed in Section 4.0.

20. Repeat steps 1 through 4 for each of the test frequencies of 59 MHZ and 82.2
MHz.

5.6.4 Two Signal Susceptibility - Fixed Frequency — High Level UWB Signal Test
Output

Record the interfering signal level (ISL) and the desired signal level for the condition
where ACQ and SUPSET occurred on the appropriate line on the applicable data sheet
provided in Table 7.

5.7 Two Signal Susceptibility Frequency Hopping — Standard Response Desired
Signal

5.7 .1 Two Signal Susceptibility Frequency Hopping — Standard Response Desired
Signal Test Objective

The objective of this test is to determine the [IUPSET for an AN/ARC-210 receiver
operating in a frequency-hopping mode with the desired signal 6 dB above the SUPSET
and to determine the REACQ with the intended signal 6 dB above the ACQ.

Table 7. TWO SIGNAL SUSCEPTIBILITY TEST WITH HIGH LEVEL UWB
SIGNAL

Receiver: AN/ARC-210 VHF SINCGARS Mode
Frequency Band: 30 MHz to 88 MHz

Test Frequencies: 35.8 MHz, 59 MHz, 82.2 MHz
Receiver Mode: Fixed Tuned, Frequency Hopping
Standard Response Criterion: 10 dB SINAD
Desired Signal Modulation: FM

IF Bandwidth: 25 kHz

Sensitivity: - 108 dBm

RX UWB PRF UWB ISL ACQ | SUPSET | I/S
FRQ | SIGNAL | (MHz) MOD (dBm) | (dBm) | (dBm) (dB)
(MHz)
35.8 1 35.8 NONE X
1 35.8 NONE X
2 35.8 DITHERED + X
8.75 kHz
2 35.8 DITHERED + X
8.75 kHz
3 0.025 | DITHERED % X
17.5 kHz
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RX UWB PRF UWB ISL ACQ | SUPSET I/S
FRQ | SIGNAL | (MHz) MOD (dBm) | (dBm) | (dBm) | (dB)
(MHz)
3 0.025 DITHERED + X
17.5 kHz
4 0.025 MODULATED X
4 0.025 MODULATED X
5 0.0025 NONE X
5 0.0025 NONE X
6 0.25 NONE X
6 0.25 NONE X
7 0.25 DITHERED =+ X
4.375 kHz
7 0.25 DITHERED + X
4.375 kHz
8 LDF NONE X
8 LDF NONE X
8 HDF NONE X
8 HDF NONE X
9 LDF NONE X
9 LDF NONE X
9 MDF NONE X
9 MDF NONE X
9 HDF NONE X
9 HDF NONE X
10 HDF NONE X
10 HDF NONE X
10 LDF NONE X

5.7.2 Two Signal Susceptibility Frequency Hopping — Standard Response Desired
Signal Test Setup

The test setup is shown in Figure 5.

5.7.3 Two Signal Susceptibility Frequency Hopping — Standard Response Desired
Signal Test Procedure

7.

Setup the signal simulator and the receiver to operate with a selected hopset.
Adjust the desired signal to a level that is 6 dB above the ACQ level determined
in Section 5.2. Verify that the receiver has locked onto the desired signal and a
standard response condition has been achieved.

Decrease the desired signal to a level that is 6 dB above the SUPSET. Record this
level as DSL on Table 6. Verify that the receiver output exceeds a standard
response condition.

Appendix D
D-20




NETEX Test Master Plan

9. Activate the UWB interference signal source with one of the UWB test
waveforms listed in Section 4.0 at a level that is 10 dB below the “desired signal
upset threshold” level.

10. Increase the interference signal power level until the output drops out of the
standard response condition. Record this level as the IUPSET level. Record
IUPSET — DSL as the I/S ratio in Table 6.

11. Set the desired signal to 6 dB above the acquisition threshold level and set the
UWRB signal to the maximum level available. Decrease the interference signal
power until the receiver is operating with an acceptable BER and all parameters
are within acceptable limits. Record this interference level as the REACQ in
Table 6. Record REACQ — DSL as the 1I/S ratio.

12. Repeat Steps 1 through 5 for each different UWB waveform listed in Section 4.0.
5.7.4 Two Signal Susceptibility Frequency Hopping — Standard Response Desired
Signal Test Output

Record the ACQ, DSL, IUPSET, REACQ and I/S on the appropriate lines of the
applicable data sheet in Table 6.
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5.8 Frequency Hopping Mode - High Level UWB Signal
5.8.1 Frequency Hopping Mode - High Level UWB Signal Test Objective

The objective of this EMI test is to determine the susceptibility of the AN/ARC-210
receiver to high level UWB signals (20 dB above the receiver sensitivity) when the
receiver is operating in a frequency-hopping mode.

5.8.2 Frequency Hopping Mode - High Level UWB Signal Test Setup
The test setup is shown in Figure 5.
5.8.3 Frequency Hopping Mode - High Level UWB Signal Test Procedure

The test procedure for determining the desired signal level required for satisfactory
operation when a high level interfering signal is present and the receiver is operating in a
frequency-hopping mode is as follows:

5. Select a set of waveform parameters from those listed in Section 4.0. Adjust the
UWB signal so the inband components are at a level that is 20 dB above the
receiver minimum standard response or are at the maximum power available from
the UWB generator. Record this level as ISL in Table 7.

6. Increase the desired signal until the receiver acquires synchronization and there is
a standard response condition at the output. Record this level as the ACQ in
Table 7. Record ACQ — ISL as the S/I ratio in Table 7.

7. Decrease the desired signal level until the receiver exhibits unacceptable
performance. Record this level as the SUPSET in Table 7. Record SUPSET —
ISL as the S/I ratio in Table 7.

8. Repeat Steps 1 through 3 for each different UWB waveform listed in Section 4.0.

5.8.4 Frequency Hopping Mode - High Level UWB Signal Output

Record the interfering signal level and the desired signal level for the condition where
ACQ and SUPSET occurred and calculate and record the I/S ratios on the applicable
data sheet provided in Table 7.
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APPENDIX E
UWB EMI TEST PLAN FOR THE AN/PSN-11
PRECISION LIGHTWEIGHT GPS RECEIVER (PLGR)

1.0 INTRODUCTION

The AN/PSN-11 (PLGR) is a 5-channel military GPS receiver for handheld and vehicular
applications.

2.0 OVERALL TEST OBJECTIVE

The overall objective of the test is to determine the EMI susceptibility of the primary
operational modes of the PLGR to conducted UWB signals that are injected into the
receiver antenna port. The results of this investigation will provide the information
necessary to evaluate the potential for UWB signals to interfere with the PLGR and to
understand how UWB systems could be implemented to make use of their unique
capabilities without causing EMI.

3.0 TEST APPROACH

In order to accomplish the test objective, there are several performance metrics that must
be measured, each of which corresponds to a major operational mode of the receiver.
These metrics are the Time to First Fix (TTFF) for C/A-code acquisition, the time for
Direct P/Y reacquisition, and the position accuracy and/or signal strength susceptibility
for steady-state P-code tracking. For each metric, an interference substitution approach
will be used to collect the relevant test data.

Only L1 susceptibility testing will be performed, because the performance impact to L2
would be equivalent when differences in satellite power levels and in band interference
components are accounted for.

4.0 INTERFERENCE SUBSTITUTION TEST METHODOLOGY

The interference substitution test method is illustrated in Figure 1. The method for
NETEX military GPS receiver testing is adapted from one developed by RTCA SC-159
for use in the civil aviation GPS receiver tests with UWB RFI. It first establishes the
baseline receiver performance against a standard interference source (e.g., broadband
noise in Fig. 1), then known portions of the standard interference power are removed an
replace by measured amounts of UWB interference to give the same performance.
Comparison of the amounts of UWB power added with the amounts of standard RFI
source power removed yield a power equivalence factor for the particular UWB
waveform in the test in terms of equal RFI effect with the standard RFI source. This
equivalence factor is useful in subsequent scenario analysis and receiver effect diagnosis.
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For consistency with the NETEX RFI tests on other receivers, an additional test condition
is used. In that case, no stand alone RFI source power is injected and the UWB power for
the i™ mode (Uix) is determined which causes the full RFI effect (red curve in Fig. 1).
For completeness, the underlying base receiver noise (Nrx) added to the UWB power is
also determined.

UWRB:; (2dB Noise Back-off)

UWRB; (4dB Noise Back-off)

Pseudorange Standard Dev. (m)

Total Interference Input Power (W)

Figure 1. Interference Substitution Method for Pseudorange Std. Dev. with
Broadband Noise as Standard Interference Signal

5.0 SIMULATED SATELLITE CONSTELLATION

A multiple channel satellite simulator will be used in conducting all the GPS receiver
tests. This provides a more realistic test scenario because the effects on multiple PRN
codes can be evaluated. This is of particular importance for C/A-code tests. The same
satellite constellation scenario will be utilized in all the tests. The constellation almanac
and other scenario parameters are given in Appendix A. The satellite power levels will
all be maintained at -1XX dBm throughout the entire scenario.

6.0 UWB WAVEFORMS

The UWB waveform parameters that will be used for the PLGR should be selected as
follows:

e If a filtered waveform is used, the frequency band for the UWB signal should be
selected so the receiver operating band falls within the UWB signal band. If the
waveform is generated by a base band pulse, the selection of the frequency band
does not apply.
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For the first test waveform, the PRF should be the maximum value available from
the pulse generator that results in the fundamental or a harmonic of the PRF falling
within the tuning range of the receiver. For example, if the receiver tunes from
225 MHz to 400 MHz, the maximum PRF available from the pulse generator (100
MHz) should be used. This would result in a third harmonic at 300 MHz that
would fall within the tuning range of the receiver. However, if the receiver tunes
from 30 MHz to 88 MHz the PRF should be slightly below 88 MHz (e.g., 85
MHz) so the fundamental falls within the tuning range of the receiver. For a
receiver that tunes from 108 MHz to 174 MHz, the PRF should be approximately
85 MHz that would result in a second harmonic of the PRF at 170 MHz that is
within the receiver tuning range. This first test waveform should not be dithered
or modulated. For this case, only one spectral line will fall within the IF passband
and the IF signal will appear to be a continuous wave (CW) signal. The receiver
should be tuned to one of the spectral lines.

For the second test waveform, the basic PRF should be the same as described for
the first test waveform. However, the pulses should be dithered. This will result
in a noise like signal in the IF passband and the receiver should be tuned for
maximum impact from the UWB signal.

For the third test waveform, the PRF should be equal to the IF bandwidth of the
receiver and the pulses should be dithered. This will result in a noise like signal
across the tuning range of the receiver.

For the fourth test waveform, the PRF should be 1/10 of the receiver IF bandwidth
and the signal should not be dithered or modulated. For this case, the PRF will be
slow relative to the IF response time so the individual pulses will appear in the IF
(however, the pulse width will be increased and the peak power will be reduced).
For this waveform approximately 10 spectral lines will fall within the IF passband.

The first four waveforms described above should provide the most EMI impact
that a UWB waveform will have on a receiver. If none of the four waveforms
produce significant EMI impact on the EUT, the impact with other waveforms will
be negligible and the testing can end at this point. If any of the first four
waveforms have an EMI impact, further testing is required to better characterize
the impact. The additional tests should be performed using the waveform
parameters defined below.

For the fifth test waveform, the PRF should be 10 times the receiver IF bandwidth
and the pulses should not be dithered or modulated. For this case, the PRF will be
fast relative to the IF response time. Therefore, the signal will appear to be
continuous and the effect will be that of a CW signal. Only one spectral line can
fall within the IF passband and the receiver should be tuned to one of the spectral
lines.

Appendix E
E-3



NETEX Test Master Plan

e For the sixth test waveform, the PRF should be 10 times the receiver IF bandwidth
and the pulses should be dithered but not modulated. This will result in a noise like
signal in the IF passband and the receiver should be tuned for a maximum impact
from the UWB waveform.

e For the seventh test waveform, the PRF should be 10 times the receiver IF
bandwidth and the pulses should not be dithered but the waveform should be
modulated with the type of modulation that is closest to that used for the desired
signal (e.g., on-off keying for amplitude modulated signals and pulse position
modulation for frequency modulated signals). This type of interfering signal will
result in a modulated signal in the IF passband and the receiver should be tuned for
a maximum impact from the UWB waveform.

7.0 TEST SET-UP
The standard test set-up is shown below (Figure 2). It is patterned after a similar one used

in the previous Rockwell Collins UWB RFI tests on civil aviation GPS receivers done
under FAA contract.

PC Experiment Interference CW /Pulse
Control Test Panel RFI Input
Noise
Source
UNIX

Controller :I:IlEEE 488
Step
ﬁ Atten . MOPS Test Setup
L1 [ i 20 dB Dir Coupler
Ny .

GPS Satelite | RF
Simulator

|
L »
>

To Receiver
under Test

A 4

IEEE 488

_—|> Tek AWG Trig UwB RF.| Step
2021 Pulser Atten

Trigger Generator |EEE 488

Figure 2. Test Set-Up

7.1 SINGLE UWB SUSCEPTIBILITY TESTS
7.1.1 PLGR TEST 1 - C/A-CODE MODE - TIME TO FIRST FIX TEST
7.1.1.1 Objective and Rationale

The objective of this test is to determine the susceptibility of the C/A-code TTFF to
UWB EMI for the PLGR. This test is motivated by legacy military which acquire GPS
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satellites using the C/A-code and performing a C/A to P-code handover. The receiver
will be provided with a current almanac and initialized to within 10 km of its true
position based on the simulator scenario. However, ephemeris data will need to be
gathered from the navigation download data from each satellite. The standard
interference type used for the interference substitution approach is a CW signal at L1+0.4
MHz, with a specified level of intentional broadband noise jamming. This is an entirely
new susceptibility test for the PLGR.

7.1.1.2 Test Set-Up

The test set-up diagram for the receiver sensitivity test is shown in Figure 2. A CW
signal is used as the standard interference signal, and intentional broadband noise
jamming will also be present during the susceptibility data collection runs.

7.1.1.3 Test Procedure for PLGR Test 1
The general test procedure for determining C/A-code TTFF susceptibility is as follows:

1. Determine the TTFF baseline standard interference (using a CW tone at the
specified frequency) curve. One measurement data set is collected with
essentially no added noise in order to determine observe receiver-only noise
performance. Multiple data sets are collected at interference power levels that are
from 5 dB below to 1 dB above the specified TTFF performance threshold of XX
seconds.

2. Reduce standard interferer power 2 dB (first back-off level) from the level at
which the TTFF met the specified performance threshold and replace with UWB
power until threshold is achieved. Record the UWB power level that causes the
threshold to be met. In practice, multiple UWB power levels may need to be tried
to determine precisely when the threshold is achieved.

3. Reduce standard interferer power 4 dB (second back-off level) from the level at
which the TTFF met the specified performance threshold and replace with UWB
power until threshold is achieved. Record the UWB power level that causes the
threshold to be met. In practice, multiple UWB power levels may need to be tried
to determine precisely when the threshold is achieved.

4. Remove all standard interferer power (third back-off level) and replace with
UWB power until threshold is achieved. Record the UWB power level that
causes the threshold to be met. In practice, multiple UWB power levels may need
to be tried to determine precisely when the threshold is achieved.

5. Repeat Steps 2 and 4 for all the candidate UWB waveforms.
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7.1.1.4 Test Output

The required results from this test consist of documenting the following. All the input
standard interferer power levels and resulting TTFF values must be documented in order
to verify that the receiver is functioning properly and to establish the baseline
interference performance. Also, the UWB power level added for each of the three back-
off levels must be recorded for every UWB waveform that was tested.

7.1.2 PLGR TEST 2 - P-CODE MODE - POSITION AND SIGNAL STRENGTH
TEST

7.1.2.1 Objective and Rationale

The objective of this test is to determine the susceptibility of steady state P/Y-code
tracking performance to UWB EMI for the PLGR. This test is entirely new for the PLGR
since it currently is not tested for conducted susceptibility at the antenna port input. For
this test the standard interference type used for the interference substitution approach is a
CW signal at L1+0.4 MHz, with a specified level of intentional broadband noise
jamming. The receiver will be commanded to the navigation mode and allow to track in
steady state for a specified period of time. Position error and C/Nj levels are monitored
in order to determine the impact of the UWB EMI.

7.1.2.2 Test Set-Up

The test set-up diagram for the receiver sensitivity test is shown in Figure 2. A CW
signal is used as the standard interference signal, and intentional broadband noise
jamming will also be present during the susceptibility data collection runs.

7.1.2.3 Test Procedure for PLGR Test 2

The general test procedure for determining P/Y-code steady state tracking susceptibility
is as follows:

1. Determine the reacquisition baseline standard interference (using a CW tone at the
specified frequency) curve. One measurement data set is collected with
essentially no added noise in order to determine observe receiver-only noise
performance. Multiple data sets are collected at interference power levels that are
from 5 dB below to 1 dB above the specified position and C/N, performance
thresholds of 12 meters and +/- 2 dB.

2. Reduce standard interferer power 2 dB (first back-off level) from the level at
which the TTFF met the specified performance threshold and replace with UWB
power until one of the thresholds is achieved. Record the UWB power level that
causes the threshold to be met. In practice, multiple UWB power levels may need
to be tried to determine precisely when the threshold is achieved.
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3. Reduce standard interferer power 4 dB (second back-off level) from the level at
which the TTFF met the specified performance threshold and replace with UWB
power until one of the thresholds is achieved. Record the UWB power level that
causes the threshold to be met. In practice, multiple UWB power levels may need
to be tried to determine precisely when the threshold is achieved.

4. Remove all standard interferer power (third back-off level) and replace with
UWB power until one of the thresholds is achieved. Record the UWB power
level that causes the threshold to be met. In practice, multiple UWB power levels
may need to be tried to determine precisely when the threshold is achieved.

5. Repeat Steps 2 and 4 for all the candidate UWB waveforms.

7.1.2.4 Test Output

The required results from this test consist of documenting the following. All the input
standard interferer power levels and resulting reacquisition values must be documented in
order to verify that the receiver is functioning properly and to establish the baseline
interference performance. Also, the UWB power level added for each of the three back-
off levels must be recorded for every UWB waveform that was tested.

7.1.3 PLGR TEST 3 - P-CODE MODE - DIRECT-P REAQUISITION TEST
7.1.3.1 Objective and Rationale

The objective of this test is to determine the susceptibility of the Direct P/Y-code
reacquisition performance to UWB EMI for the PLGR. This test is motivated by legacy
military that attempt Direct-P/Y reacquisition for relatively short signal outages, i.c., less
than 1 hour. The receiver will be commanded to the navigation mode and allow to track
in steady state for a specified period of time. All the satellite signals will then be blocked
for a short period of time and then reacquisition performance will be determined. The
standard interference type used for the interference substitution approach is a CW signal
at L1+0.4 MHz, with a specified level of intentional broadband noise jamming. This is
an entirely new susceptibility test for the PLGR.

7.1.3.2 Test Set-Up

The test set-up diagram for the receiver sensitivity test is shown in Figure 2. A CW
signal is used as the standard interference signal, and intentional broadband noise
jamming will also be present during the susceptibility data collection runs.

7.1.3.3 Test Procedure for PLGR Test 3

The general test procedure for determining Direct-P/Y reacquisition susceptibility is as
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follows:

1. Determine the reacquisition baseline standard interference (using a CW tone at the
specified frequency) curve. One measurement data set is collected with
essentially no added noise in order to determine observe receiver-only noise
performance. Multiple data sets are collected at interference power levels that are
from 5 dB below to 1 dB above the specified reacquisition performance threshold
of XX seconds.

2. Reduce standard interferer power 2 dB (first back-off level) from the level at
which the TTFF met the specified performance threshold and replace with UWB
power until threshold is achieved. Record the UWB power level that causes the
threshold to be met. In practice, multiple UWB power levels may need to be tried
to determine precisely when the threshold is achieved.

3. Reduce standard interferer power 4 dB (second back-off level) from the level at
which the TTFF met the specified performance threshold and replace with UWB
power until threshold is achieved. Record the UWB power level that causes the
threshold to be met. In practice, multiple UWB power levels may need to be tried
to determine precisely when the threshold is achieved.

4. Remove all standard interferer power (third back-off level) and replace with
UWB power until threshold is achieved. Record the UWB power level that
causes the threshold to be met. In practice, multiple UWB power levels may need
to be tried to determine precisely when the threshold is achieved.

5. Repeat Steps 2 and 4 for all the candidate UWB waveforms.

7.1.3.4 Test Output

The required results from this test consist of documenting the following. All the input
standard interferer power levels and resulting reacquisition values must be documented in
order to verify that the receiver is functioning properly and to establish the baseline
interference performance. Also, the UWB power level added for each of the three back-
off levels must be recorded for every UWB waveform that was tested.

7.1.4 PLGR TEST 4 - C/A-CODE MODE - POSITION AND SIGNAL STRENGTH
TEST (OPTIONAL)

7.1.4.1 Objective and Rationale

The objective of this test is to determine the susceptibility of steady state C/A-code
tracking performance to UWB EMI for the PLGR. This test is optional since the military
utility of C/A-code steady state tracking is not as great as the P-code tracking mode. This
test is entirely new for the PLGR since it currently is not tested for conducted
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susceptibility at the antenna port input. For this test the standard interference type used
for the interference substitution approach is a CW signal at L1+0.4 MHz, with a specified
level of intentional broadband noise jamming. The receiver will be commanded to the
navigation mode and allow to track in steady state for a specified period of time. Position
error and C/Nj levels are monitored in order to determine the impact of the UWB EMI.

7.1.4.2 Test Set-Up

The test set-up diagram for the receiver sensitivity test is shown in Figure 2. A CW
signal is used as the standard interference signal, and intentional broadband noise
jamming will also be present during the susceptibility data collection runs.

7.1.4.3 Test Procedure for PLGR Test 4

The general test procedure for determining C/A-code steady state tracking susceptibility
is as follows:

1. Determine the reacquisition baseline standard interference (using a CW tone at the
specified frequency) curve. One measurement data set is collected with
essentially no added noise in order to determine observe receiver-only noise
performance. Multiple data sets are collected at interference power levels that are
from 5 dB below to 1 dB above the specified position and C/N, performance
thresholds of 12 meters and +/- 2 dB.

2. Reduce standard interferer power 2 dB (first back-off level) from the level at
which the TTFF met the specified performance threshold and replace with UWB
power until one of the thresholds is achieved. Record the UWB power level that
causes the threshold to be met. In practice, multiple UWB power levels may need
to be tried to determine precisely when the threshold is achieved.

3. Reduce standard interferer power 4 dB (second back-off level) from the level at
which the TTFF met the specified performance threshold and replace with UWB
power until one of the thresholds is achieved. Record the UWB power level that
causes the threshold to be met. In practice, multiple UWB power levels may need
to be tried to determine precisely when the threshold is achieved.

4. Remove all standard interferer power (third back-off level) and replace with
UWB power until one of the thresholds is achieved. Record the UWB power
level that causes the threshold to be met. In practice, multiple UWB power levels
may need to be tried to determine precisely when the threshold is achieved.

5. Repeat Steps 2 and 4 for all the candidate UWB waveforms.
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7.1.4.4 Test Output

The required results from this test consist of documenting the following. All the input
standard interferer power levels and resulting reacquisition values must be documented in
order to verify that the receiver is functioning properly and to establish the baseline
interference performance. Also, the UWB power level added for each of the three back-
off levels must be recorded for every UWB waveform that was tested.

7.2 MULTIPLE UWB SUSCEPTIBILITY TESTS

TBA

IV. GPS ANTENNA CHARACTERIZATION TESTS

TBA
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AN/PSN-11 (PLGR) DATA SHEET

Receiver: AN/PSN-11

Frequency Band: GPS L1 (1575.42 MHz)
Receiver Mode: C/A-code mode

Standard Interference Signal: Broadband noise
Standard Response Criterion: XX second TTFF
Desired Signal Modulation: GPS C/A-code signals
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APPENDIX F
UWB EMI TEST PLAN FOR THE AN/ASN-163
MINIATURE AIRBORNE GPS RECEIVER (MAGR)

1.0 INTRODUCTION

The AN/ASN-163 (MAGR) is a 5-channel airborne, military GPS receiver.
2.0 OVERALL TEST OBJECTIVE

The overall objective of the test is to determine the RFI susceptibility of the primary
operational modes of the MAGR to conducted UWB signals that are injected into the
receiver antenna port. The results of this investigation will provide the information
necessary to evaluate the potential for UWB signals to interfere with the MAGR and to
understand how UWB systems could be implemented to make use of their unique
capabilities without causing EMI.

3.0 TEST APPROACH

In order to accomplish the test objective, there are several performance metrics that must
be measured, each of which corresponds to a major operational mode of the receiver.
These metrics are the pseudorange (PR) standard deviation for both C/A-code and P-code
tracking, the Time to First Fix (TTFF) for C/A-code acquisition (includes C/A to P
handover), the time for Direct P/Y reacquisition, and the position accuracy and/or signal
strength susceptibility for steady-state P-code tracking. For each metric, an interference
substitution approach will be used to collect the relevant test data.

Only L1 susceptibility testing will be performed, because the performance impact to L2
would be equivalent when differences in satellite power levels and in-band interference
components are accounted for.

4.0 INTERFERENCE SUBSTITUTION TEST METHODOLOGY

The interference substitution test method is illustrated in Figure 1. The method for
NETEX military GPS receiver testing is adapted from one developed by RTCA SC-159
for use in the civil aviation GPS receiver tests with UWB RFI. It first establishes the
baseline receiver performance against a standard interference source (e.g., broadband
noise in Fig. 1), then known portions of the standard interference power are removed and
replaced by measured amounts of UWB interference to give the same performance.
Comparison of the amounts of UWB power added with the amounts of standard RFI
source power removed yield a power equivalence factor for the particular UWB
waveform in the test in terms of equal RFI effect with the standard RFI source. This
equivalence factor is useful in subsequent scenario analysis and receiver effect diagnosis.
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The standard RFI source for the PR tests is broadband noise in similarity to the previous
interference tests that were performed on commercial aviation grade GPS receivers. The
standard RFI source for the acquisition, reacquisition, and position error/signal strength
tests is narrowband interference, i.e., a CW tone at a fixed frequency in the GPS
passband, in similarity to legacy MAGR, conducted susceptibility tests. For these latter
three tests a broadband noise interference signal is also used, again in similarity to legacy
conducted susceptibility tests, but this noise will not be considered part of the standard
RFI source against which the UWB interference is compared.

For consistency with the NETEX RFI tests on other receivers, an additional test condition
is used. In that case, no standard RFI source power is injected and the UWB power for
the i™ mode (Uix) is determined which causes the full RFI effect (red curve in Fig. 1).
For completeness, the underlying base receiver noise (Nrx) added to the UWB power is
also determined.

UWRB; (2dB Noise Back-off)

UWRB; (4dB Noise Back-off)

| Uig

Pseudorange Standard Dev. (m)

E[\!R.z

|
|
l : NR 4

Total Interference Input Power (W)

Figure 1. Graphical depiction of Interference Substitution Method for Pseudorange
Standard deviation where Broadband Noise is the Standard Interference Signal.

5.0 SIMULATED SATELLITE CONSTELLATION

A multiple channel satellite simulator will be used in conducting all the GPS receiver
tests. This provides a more realistic test scenario because the effects on multiple PRN
codes can be evaluated. This is of particular importance for C/A-code PR test. The same
satellite constellation scenario will be utilized for the C/A-code and P-code PR tests,
where satellite PRN dependent effects are most likely to be exhibited. Another satellite
constellation scenario may be used for the other three tests.

For the C/A-code and P-code PR tests the satellite power into the receiver will be -151
dBW. However, for the P-code PR test, the level of standard interference noise will be 3
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dB greater to compensate for the 3 dB lower power, relative to C/A-code, that is
transmitted by the GPS satellites. For all the other tests the satellite signal power will be
set such that the receiver C/Ny will be about 40 dB-Hz in the absence of any externally
injected broadband or narrowband noise.

6.0 UWB WAVEFORMS

The UWB waveform parameters that will be used for all of the MAGR tests are as
follows:

1.0 MHz uniform PRF

1.994 MHz uniform PRF

10.0 MHz uniform PRF

19.94 MHz uniform PRF, 100% duty cycle

20.0 MHz uniform PRF

15.91 MHz nominal PRF, 2 position PPM dithered

15.94 MHz nominal PRF, 2 position PPM dithered

1.994 MHz nominal PRF, 10 position PPM dithered

2.0 MHz nominal PRF, 10 position PPM dithered

Gold code modulated doublet, 57.08 kHz PRF, continuous (i.e., 100% duty cycle)

Gold code modulated doublet, 57.08 kHz PRF, 30% duty cycle (17.124 kHz

effective PRF), optional

e Gold code modulated doublet, 57.08 kHz PRF, 1% duty cycle (0.5708 kHz
effective PRF), optional

e MSSI custom waveform, fixed 23 bit preamble followed by pseudorandom data
stream of 4096 bits at 200 MHz

e 19.94 MHz uniform PRF, 50% duty cycle, optional

7.0 TEST SET-UP

The standard test set-up is shown below (Figure 2). It is patterned after a similar one used
in the previous Rockwell Collins UWB RFI tests on civil aviation GPS receivers done
under FAA contract. The receiver Unit Under Test (UUT) is the MAGR. Note that the
RF signal generator is not used for the two PR tests, but it is used for the other three
MAGR tests. However, the 10 dB coupler remains in the set-up in order to maintain
consistent input noise levels. The RF signal generator is also not used for the MAGR
Validation Measurements Procedure. Detailed information on the calibration of the test
set-up is provided in Attachment A of this appendix.
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Figure 2. Test Set-Up

7.0.1 Validation Measurements for the MAGR

In addition to the proper calibration of the various components of the test set-up,
validation measurements of the MAGR are to be performed to validate the receiver's
proper performance and operation. The object of this test is to compute the MAGR's
noise temperature and implementation loss.

7.0.2 MAGR Validation Measurements Procedure

1. Initiate satellite simulator scenario. Turn on, initialize and command MAGR to
Navigation mode. Allow receiver to fully acquire satellites, almanac information and
have FOM (Figure of Merit) reduce to 1 and TFOM (Time Figure of Merit) to 3 or
less. (This step may take 15 to 20 minutes.) Use signal level of -151 dBW with no
added interference or broadband noise.

2. After Step 1 is completed, record C/Ny (Message Block 3 data) for ten minutes for the
no added noise condition. The C/Nj should be in the mid to upper 40s dB-Hz.

3. Then inject broadband noise of 3 dB above the reference sky noise level and record
C/Np (Message Block 3 data) for ten minutes for this condition. The C/Ny should be
in the low 30s dB-Hz.

4. Stop data collection.

5. Extract C/Nj data from recorded data file and compute the average value for each of
the two ten minute intervals described above.
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6. Using the computed C/Nj values, the known GPS signal level and injected noise
levels, compute the implementation loss and noise temperature of the MAGR using
the following equations. Note that for the 'no added noise' condition of Step 2 the
injected noise due to the test set-up is broadband noise having an equivalent noise
temperature of 300°K.

i (%NOI - %NOZ)

(N1-N2)

S
r=V[—2 M
: 4(Li*CN01 J

where S =-151 dBW, k is Boltzmann's constant, CNO1 is the computed C/N, for
the 'no added noise' case (i.e., N1 = k*300°K), and CNO2 is the computed C/N
for the 'added noise' case (N2 determined by setup calibration).

Li=1.2 dB and Tr = 700°K are typical values for a MAGR.

7.1 MAGR TEST 1 - C/A-CODE MODE - PSEUDORANGE (PR) STD. DEV. TEST
7.1.1 Objective and Rationale

The objective of this test is to determine the susceptibility of the PR measurement
standard deviation to UWB EMI for the MAGR when operating in C/A-code tracking
mode. This test is motivated by military aircraft operation in civil airspace. Military
receiver compatibility with civil certification and operational requirements may require
C/A-code operation for all phases of flight, including precision approach and landing,
when operating in civil airspace. The unsmoothed pseudorange measurement is the
performance metric of interest for this test and the standard interference type used for the
interference substitution approach is broadband noise. This test is very similar to the
UWRB interference testing performed on a Collins MMR under an FAA contract [ref 1].

7.1.2 Test Set-Up

The test set-up diagram for the receiver sensitivity test is shown in Figure 2. Broadband
noise is used as the standard interference signal. The RF signal generator for CW
interference is not used for this test.

7.1.3 Test Procedure for MAGR Test 1

The general test procedure for determining C/A-code PR measurement susceptibility is as
follows:
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Initiate satellite simulator scenario. Turn on, initialize and command MAGR to
Navigation mode. Allow receiver to fully acquire satellites, almanac information
and have FOM (Figure of Merit) reduce to 1 and TFOM (Time Figure of Merit)
to 3 or less to achieve steady-state tracking condition. (This step may take 15 to
20 minutes.) Use a GPS signal level of -151 dBW with no added UWB
interference or broadband noise. (The MAGR should have been powered up for
at least 15 minutes before the following steps are conducted.) Throughout the
following steps the operator should frequently verify that the receiver is
navigating properly. If not, the receiver should be reinitialized to the correct
navigation state.

Establish and verify the pseudorange (unsmoothed) baseline performance
threshold of 2.80 m (1-sigma) for the standard RFI (broadband noise) level.
Using a GPS signal level of -151 dBW, add in the standard RFI and collect 5
minute intervals of PR, DR and C/Nj data (Blocks 3 and 1331) at 5 levels about
the standard RFI level of 3 dB above the background sky noise reference. The
five different noise levels should be in 1 dB increments from 1 dB above sky
noise to 5 dB above sky noise. The data should be post processed to determine
the interference noise level that provides a PR 1-sigma noise that is closest to 2.80
m. This noise level will be used as the standard RFI level for the subsequent data
collection steps.

Collect one five-minute interval of PR, DR and C/N, data (Blocks 3 and 1331)
with the standard RFI level as determined in Step 2. Reduce standard interferer
power 2 dB (first back-off level) from the standard RFI level and replace with
UWB power until threshold is achieved. Record the UWB power level that
causes the threshold to be met. In practice, at least three UWB power levels each
spaced by 3 dB attenuator steps may need to be tried to determine precisely where
the threshold is achieved. The C/Nj reading from the receiver is used to
determine the likely UWB attenuator settings, since C/N, provides the best
observable, though indirect, indication of PR measurement noise.

Reduce standard interferer power 4 dB (second back-off level) from the standard
RFTI level and replace with UWB power until threshold is achieved. Record the
UWB power level that causes the threshold to be met. In practice, at least three
UWB power levels each spaced by 2 dB attenuator steps may need to be tried to
determine precisely where the threshold is achieved. The C/Nj reading from the
receiver is used to determine the likely UWB attenuator settings, since C/Ny
provides the best observable, though indirect, indication of PR measurement
noise.

Remove all standard interferer power (third back-off level) and replace with
UWB power until threshold is achieved. Record the UWB power level that
causes the threshold to be met. In practice, at least three UWB power levels each
spaced by 2 dB attenuator steps may need to be tried to determine precisely where
the threshold is achieved. The C/Nj reading from the receiver is used to
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determine the likely UWB attenuator settings, since C/N, provides the best
observable, though indirect, indication of PR measurement noise.

30. Repeat steps 3 through 5 for all the candidate UWB waveforms.

31. Post-process the data to determine the UWB attenuator settings at which the PR
performance threshold is achieved for each back-off level and each UWB
waveform. Standard RFI equivalency factors relative to the standard RFI for each
UWB waveform can then be computed and documented.

Refer to Attachment A of this appendix for a more detailed description of the steps
necessary to properly conduct the tests and record the data. Details of the post-
processing steps are also provided in the attachment.

7.1.4 Test Output

The required results from this test consist of documenting the following. All the input
standard interferer power levels and resulting PR standard deviation values must be
documented in order to verify that the receiver is functioning properly and to establish the
baseline interference performance. Also, the UWB power level added for each of the
three back-off levels must be recorded for every UWB waveform that was tested.

7.2 MAGR TEST 2 (OPTIONAL)- C/A-CODE MODE - TIME TO FIRST FIX
TEST

7.2.1 Objective and Rationale

The objective of this test is to determine the susceptibility of TTFF to UWB EMI for the
MAGR. This test is motivated by legacy military which acquire GPS satellites using the
C/A-code and performing a C/A to P-code handover. The receiver will be provided with
a current almanac and initialized to within 10 km of its true position based on the
simulator scenario. However, ephemeris data will need to be gathered from the
navigation download data from each satellite. The standard interference type used for the
interference substitution approach is a specified level of broadband noise. This is an
entirely new susceptibility test for the MAGR.

7.2.2 Test Set-Up

The test set-up diagram for the receiver sensitivity test is shown in Figure 2. The RF
signal generator is not used. The broadband noise will be used as the standard
interference signal during the susceptibility data collection runs.

7.2.3 Test Procedure for MAGR Test 2

The general test procedure for determining TTFF susceptibility is as follows:
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. Initiate satellite simulator scenario. Turn on, initialize and command MAGR to
Navigation mode. Allow receiver to fully acquire satellites, almanac information
and have FOM (Figure of Merit) reduce to 1 and TFOM (Time Figure of Merit)
to 3 or less to achieve steady-state tracking condition. (This step may take 15 to
20 minutes.) Use a GPS signal level of -151 dBW with no added UWB
interference or broadband noise. (The MAGR should have been powered up for
at least 15 minutes before the following steps are conducted.) Throughout the
following steps the operator should frequently verify that the receiver is
navigating properly. If not, the receiver should be reinitialized to the correct
navigation state.

. Establish and verify the TTFF baseline performance threshold of XX seconds for
the standard RFI level. Using a GPS signal level which provides a C/Ny of 40
dB-Hz with no added noise (about -160 dBW), add broadband noise to provide a
C/Ny of 28 dB-Hz (YY dBm of broadband noise). Collect 10 TTFF trials of Nav
Invalid data (from Block 3) at each of 5 levels about the broadband noise of YY
dBm. The five different noise levels should be in 1 dB increments from YY dBm
plus 2 dB to YY dBm minus 2 dB. The data should be post processed to
determine the interference noise level that provides an average TTFF that is
closest to XX seconds. This noise level will be used as the standard RFI level for
the subsequent data collection steps.

Collect 10 TTFF trials of Nav Invalid data (from Block 3) with the standard RFI
level as determined in Step 2. (The GPS signal level should be as described in the
previous step to provide a 40 dB-Hz C/Nj in the absence of the standard RFI.)
Reduce standard interferer power 2 dB (first back-off level) from the standard RFI
level and replace with UWB power until TTFF performance threshold is
achieved. Record the UWB power level that causes the threshold to be met,
collecting 10 TTFF trials of Nav Invalid data at each RFI level. In practice, at
least three UWB power levels each spaced by 3 dB attenuator steps may need to
be tried to determine precisely where the threshold is achieved. A number of
preliminary TTFF trials will need to be conducted in order to determine the
approximate range of the UWB attenuator settings.

. Reduce standard interferer power 4 dB (second back-off level) from the standard
RFI level and replace with UWB power until threshold is achieved. Record the
UWB power level that causes the threshold to be met, collecting 10 TTFF trials of
Nav Invalid data at each RFI level. In practice, at least three UWB power levels
each spaced by 2 dB attenuator steps may need to be tried to determine precisely
where the threshold is achieved. A number of preliminary TTFF trials will need
to be conducted in order to determine the approximate range of the UWB
attenuator settings.

. Remove all standard interferer power (third back-off level) and replace with

UWB power until TTFF threshold is achieved. Record the UWB power level that
causes the threshold to be met, collecting 10 TTFF trials of Nav Invalid data at
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each RFI level. In practice, at least three UWB power levels each spaced by 2 dB
attenuator steps may need to be tried to determine precisely where the threshold is
achieved. A number of preliminary TTFF trials will need to be conducted in
order to determine the approximate range of the UWB attenuator settings.

6. Repeat steps 3 through 5 for all the candidate UWB waveforms.

7. Post-process the data to determine the UWB attenuator settings at which the
average TTFF performance threshold is achieved for each back-off level and each
UWB waveform. Standard RFI equivalency factors relative to the standard RFI
for each UWB waveform can then be computed and documented.

Refer to Attachment A of this appendix for a more detailed description of the steps
necessary to properly conduct the tests and record the data. Details of the post-
processing steps are also provided in the attachment.

7.2.4 Test Output

The required results from this test consist of documenting the following. All the input
standard interferer power levels and resulting average TTFF values must be documented
in order to verify that the receiver is functioning properly and to establish the baseline
interference performance. Also, the UWB power level added for each of the three back-
off levels must be recorded for every UWB waveform that was tested.

7.3 MAGR TEST 3 - P-CODE MODE - PSEUDORANGE STD. DEV. TEST
7.3.1 Objective and Rationale

The objective of this test is to determine the susceptibility of the PR measurement
standard deviation to UWB EMI for the MAGR when operating in P-code tracking mode.
This test is motivated by precision approach and landing during military operations. The
unsmoothed pseudorange measurement is the performance metric of interest for this test
and the standard interference type used for the interference substitution approach is
broadband noise. This test is very similar to MAGR Test 1 except that P-code tracking is
used in this test.

7.3.2 Test Set-Up

The test set-up diagram for the receiver sensitivity test is shown in Figure 2. Broadband
noise is used as the standard interference signal. The RF signal generator for CW
interference is not used for this test.

7.3.3 Test Procedure for MAGR Test 3

The general test procedure for determining P-code PR measurement susceptibility is as
follows:
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. Initiate satellite simulator scenario. Turn on, initialize and command MAGR to
Navigation mode. Allow receiver to fully acquire satellites, almanac information
and have FOM (Figure of Merit) reduce to 1 and TFOM (Time Figure of Merit)
to 3 or less to achieve steady-state tracking condition. (This step may take 15 to
20 minutes.) Use a GPS signal level of -151 dBW with no added interference or
broadband noise. (The MAGR should have been powered up for at least 15
minutes before the following steps are conducted.) Throughout the following
steps the operator should frequently verify that the receiver is navigating properly.
If not, the receiver should be reinitialized to the correct navigation state.

. Establish and verify the pseudorange (unsmoothed) baseline performance
threshold of 0.4 m (1-sigma) for the standard RFI (broadband noise) level. Using
a GPS signal level of -151 dBW, add in the standard RFI and collect 5 minute
intervals of PR, DR and C/N, data (Blocks 3 and 1331) at 5 levels about the
standard RFI level of 6 dB above the background sky noise reference. The five
different noise levels should be in 1 dB increments from 4 dB above sky noise to
8 dB above sky noise. The data should be post processed to determine the
interference noise level that provides a PR 1-sigma noise that is closest to 0.4 m.
This noise level will be used as the standard RFI level for the subsequent data
collection steps.

Collect one five-minute interval of PR, DR and C/N, data (Blocks 3 and 1331)
with the standard RFI level as determined in Step 2. Reduce standard interferer
power 2 dB (first back-off level) from the standard RFI level and replace with
UWB power until threshold is achieved. Record the UWB power level that
causes the threshold to be met. In practice, at least three UWB power levels each
spaced by 3 dB attenuator steps may need to be tried to determine precisely where
the threshold is achieved. The C/Nj reading from the receiver is used to
determine the likely UWB attenuator settings, since C/N, provides the best
observable, though indirect, indication of PR measurement noise.

. Reduce standard interferer power 4 dB (second back-off level) from the standard
RFTI level and replace with UWB power until threshold is achieved. Record the
UWB power level that causes the threshold to be met. In practice, at least three
UWB power levels each spaced by 2 dB attenuator steps may need to be tried to
determine precisely where the threshold is achieved. C/Nj reading from the
receiver is used to determine the likely UWB attenuator settings, since C/Ny
provides the best observable, though indirect, indication of PR measurement
noise.

. Remove all standard interferer power (third back-off level) and replace with
UWB power until threshold is achieved. Record the UWB power level that
causes the threshold to be met. In practice, at least three UWB power levels each
spaced by 2 dB attenuator steps may need to be tried to determine precisely where
the threshold is achieved. C/Nj reading from the receiver is used to determine the
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likely UWB attenuator settings, since C/Ny provides the best observable, though
indirect, indication of PR measurement noise.

6. Repeat steps 3 through 5 for all the candidate UWB waveforms.

7. Post-process the data to determine the UWB attenuator settings at which the PR
performance threshold is achieved for each back-off level and each UWB
waveform. Standard RFI equivalency factors relative to the standard RFI for each
UWB waveform can then be computed and documented.

Refer to Attachment A of this appendix for a more detailed description of the steps
necessary to properly conduct the tests and record the data. Details of the post-
processing steps are also provided in the attachment.

7.3.4 Test Output

The required results from this test consist of documenting the following. All the input
standard interferer power levels and resulting PR standard deviation values must be
documented in order to verify that the receiver is functioning properly and to establish the
baseline interference performance. Also, the UWB power level added for each of the
three back-off levels must be recorded for every UWB waveform that was tested.

7.4 MAGR TEST 4 - P-CODE MODE - DIRECT-P REAQUISITION TEST
7.4.1 Objective and Rationale

The objective of this test is to determine the susceptibility of the Direct P/Y-code
reacquisition performance to UWB EMI for the MAGR. This test is motivated by legacy
military systems that attempt Direct-P/Y reacquisition for relatively short signal outages,
(i.e., less than 20 seconds). The receiver will be commanded to the navigation mode and
allowed to track in steady state for a specified period of time. Some of the satellite
signals will then be blocked (i.e., greatly attenuated) for no more then 10 seconds and
then reacquisition performance will be determined. The standard interference type used
for the interference substitution approach is a specified level of broadband noise. This is
an entirely new susceptibility test for the MAGR.

For the MAGR to perform a direct P-L1 reacquisition, the receiver must be in a Jammed
condition. The receiver must initially be tracking L1 in State 5 on all channels. L2
signals must not be available. The MAGR must continue to track in State 5 on at least 2
primary channels when the jammed satellite signals are blocked. The minimum J/S on
the unjammed primary channels must be greater than 36 dB. Note that if all satellite
signals are lost, the receiver does not consider itself jammed and will attempt
reacquisition strategies other than a direct P code reacquisition.

7.4.2 Test Set-Up
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The test set-up diagram for the receiver sensitivity test is shown in Figure 2. The RF
signal generator is not used. Broadband noise will be used as the standard interference
signal during the susceptibility data collection runs.

7.4.3 Test Procedure for MAGR Test 4

The general test procedure for determining Direct-P/Y reacquisition susceptibility is as
follows:

1.

Initiate satellite simulator scenario. Turn on, initialize and command MAGR to
Navigation mode. Allow receiver to fully acquire satellites, almanac information
and have FOM (Figure of Merit) reduce to 1 and TFOM (Time Figure of Merit)
to 3 or less to achieve steady-state tracking condition. (This step may take 15 to
20 minutes.) Use a GPS signal level of -151 dBW with no added interference or
broadband noise. (The MAGR should have been powered up for at least 15
minutes before the following steps are conducted.) Throughout the following
steps the operator should frequently verify that the receiver is navigating properly.
If not, the receiver should be reinitialized to the correct navigation state.

Establish and verify the reacquisition baseline performance threshold of 15
seconds for the standard RFI level. Using a GPS signal level which provides a
C/Ny of 40 dB-Hz for no added noise (about -160 dBW), add broadband noise to
provide a C/Ny of 28 dB-Hz (YY dBm of broadband noise). Then collect 10
reacquisition trials of Nav Invalid data (from Block 3) at each of 5 levels about
the broadband noise level of YY dBm. The five different noise levels should be
in 1 dB increments from YY dBm plus 2 dB to YY dBm minus 2 dB. The data
should be post processed to determine the interference noise level that provides an
average reacquisition time that is closest to 15 seconds. This noise level will be
used as the standard RFI level for the subsequent data collection steps.

Collect 10 reacquisition trials of Nav Invalid data (from Block 3) with the
standard RFI level as determined in Step 2. The GPS signal level should be as
described in the previous step to provide a 40 dB-Hz C/Nj in the absence of the
standard RFI. Reduce standard interferer power 2 dB (first back-off level) from
the standard RFI level and replace with UWB power until reacquisition
performance threshold is achieved. Record the UWB power level that causes the
threshold to be met, collecting 10 reacquisition trials of Nav Invalid data at each
RFI level. In practice, at least three UWB power levels each spaced by 3 dB
attenuator steps may need to be tried to determine precisely where the threshold is
achieved. A number of preliminary reacquisition trials will need to be conducted
in order to determine the approximate range of the UWB attenuator settings.

Reduce standard interferer power 4 dB (second back-off level) from the standard
RFTI level and replace with UWB power until threshold is achieved. Record the
UWB power level that causes the threshold to be met, collecting 10 reacquisition
trials of Nav Invalid data at each RFI level. In practice, at least three UWB power
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levels each spaced by 2 dB attenuator steps may need to be tried to determine
precisely where the threshold is achieved. A number of preliminary reacquisition
trials will need to be conducted in order to determine the approximate range of the
UWRB attenuator settings.

5. Remove all standard interferer power (third back-off level) and replace with
UWB power until the reacquisition threshold is achieved. Record the UWB
power level that causes the threshold to be met, collecting 10 reacquisition trials
of Nav Invalid data at each RFI level. In practice, at least three UWB power
levels each spaced by 2 dB attenuator steps may need to be tried to determine
precisely where the threshold is achieved. A number of preliminary reacquisition
trials will need to be conducted in order to determine the approximate range of the
UWRB attenuator settings.

6. Repeat steps 3 through 5 for all the candidate UWB waveforms.

7. Post-process the data to determine the UWB attenuator settings at which the
average reacquisition performance threshold is achieved for each back-off level
and each UWB waveform. Standard RFI equivalency factors relative to the
standard RFI for each UWB waveform can then be computed and documented.

Refer to Attachment A of this appendix for a more detailed description of the steps
necessary to properly conduct the tests and record the data. Details of the post-
processing steps are also provided in the attachment.

7.4.4 Test Output

The required results from this test consist of documenting the following. All the input
standard interferer power levels and resulting average reacquisition values must be
documented in order to verify that the receiver is functioning properly and to establish the
baseline interference performance. Also, the UWB power level added for each of the
three back-off levels must be recorded for every UWB waveform that was tested.

7.5 MAGR TEST 5 - P-CODE MODE - POSITION ERROR AND SIGNAL
STRENGTH TEST

7.5.1 Objective and Rationale

The objective of this test is to determine the susceptibility of steady state P/Y-code
tracking performance to UWB EMI for the MAGR. This test is motivated by the
MAGR's legacy susceptibility test. The legacy test is modified to follow the interference
substitution method used for the other tests. The standard interference type used for the
interference substitution approach is a CW signal at L1+0.4 MHz, with a specified level
of intentional broadband noise jamming. The receiver will be commanded to the
navigation mode and allowed to track in steady state for a specified period of time.
Position error and C/Nj levels are monitored in order to determine the impact of the
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UWB EML

7.5.2 Test Set-Up

The test set-up diagram for the receiver sensitivity test is shown in Figure 2. A CW
signal from the RF signal generator is used as the standard interference signal and
intentional broadband noise jamming will also be present during the susceptibility data
collection runs.

7.5.3 Test Procedure for MAGR Test 5

The general test procedure for determining P/Y-code steady state tracking susceptibility
is as follows:

1.

Initiate satellite simulator scenario. Turn on, initialize and command MAGR to
Navigation mode. Allow receiver to fully acquire satellites, almanac information
and have FOM (Figure of Merit) reduce to 1 and TFOM (Time Figure of Merit)
to 3 or less to achieve steady-state tracking condition. (This step may take 15 to
20 minutes.) Use a GPS signal level of -151 dBW with no added interference or
broadband noise. (The MAGR should have been powered up for at least 15
minutes before the following steps are conducted.) Throughout the following
steps the operator should frequently verify that the receiver is navigating properly.
If not, the receiver should be reinitialized to the correct navigation state.

Establish and verify the position and signal strength baseline performance
threshold of +/- 2 dB and/or 12 m horizontal/vertical position error for the
standard RFI (CW tone) level. Using a GPS signal level which provides a C/Nj
of 40 dB-Hz for no added noise (about -160 dBW), add broadband noise to
provide a C/Nj of 30 dB-Hz. Then add in the standard RFI and collect 5 minute
intervals of position and C/N, data (Block 3) at 5 levels about the standard RFI
level of YY dBm. The five different noise levels should be in 1 dB increments
from YY dBm minus 2 dB to YY dBm plus 2 dB. The data should be post
processed to determine the CW tone interference noise level that provides signal
strength deviation and/or horizontal/vertical position error of +/- 2 dB and/or 12
m. This noise level will be used as the standard RFI level for the subsequent data
collection steps.

Collect one five-minute interval of position and C/Nj data (Block 3) with the
standard RFI level as determined in Step 2. Reduce standard interferer power 2
dB (first back-off level) from the standard RFI level and replace with UWB
power until one or both of the signal strength and position error thresholds is
achieved. Record the UWB power level that causes the threshold(s) to be met.
For this test, both position error and C/Ny can be directly monitored in order to
determine the UWB attenuator setting. Three 5 minute intervals of position and
C/Nj data for three different UWB attenuator settings near the threshold should be
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collected for post-processing in order to establish more accurate average estimates
of the position error and signal strength deviation.

4. Reduce standard interferer power 4 dB (second back-off level) from the standard
RFTI level and replace with UWB power until one or both of the position error and
signal strength thresholds is achieved. Record the UWB power level that causes
the threshold(s) to be met. Both position error and C/N, can be directly
monitored in order to determine the UWB attenuator setting. Three 5 minute
intervals of position and C/Ny data for three different UWB attenuator settings
near the threshold should be collected for post-processing in order to establish
more accurate average estimates of the position error and signal strength
deviation.

5. Remove all standard interferer power (third back-off level) and replace with
UWB power until one or both of the thresholds is achieved. Record the UWB
power level that causes the threshold(s) to be met. Both position error and C/Nj
can be directly monitored in order to determine the UWB attenuator setting.
Three 5 minute intervals of position and C/N, data for three different UWB
attenuator settings near the threshold should be collected for post-processing in
order to establish more accurate average estimates of the position error and signal
strength deviation.

6. Repeat steps 3 through 5 for all the candidate UWB waveforms.

7. Post-process the data to determine the UWB attenuator settings at which one or
both of the performance thresholds is achieved for each back-off level and each
UWB waveform. Standard RFI equivalency factors relative to the standard RFI
for each UWB waveform can then be computed and documented.

Refer to Attachment A of this appendix for a more detailed description of the steps
necessary to properly conduct the tests and record the data. Details of the post-
processing steps are also provided in the attachment.

7.5.4 Test Output

The required results from this test consist of documenting the following. All the input
standard interferer power levels and resulting signal strength and position error values
must be documented in order to verify that the receiver is functioning properly and to
establish the baseline interference performance. Also, the UWB power level added for
each of the three back-off levels must be recorded for every UWB waveform that was
tested.
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APPENDIX F
Attachment A

MAGR Detailed Test and Post-Processing Procedure
OVERVIEW

The unit under test is a Collins MAGR GPS receiver. The GPS signal source is a Collins
PCSG satellite simulator. The GPS signal standard interference sources are broadband
noise or a CW RF signal. An Ultra-wide Band generator from MSSI is to generate
various UWB waveforms whose interference effects on the MAGR are to be quantified.

1.0 TEST HARDWARE SETUP AND TEST EQUIPMENT

The following table lists the test equipment used for this procedure.

Name/description Mfg/model note

UWB generator MSSI BFP1000 NETEX GFE

Step RF attenuators & HP 11713A driver, 8494H DC-18GHz, 1 & 10 dB

controller & 8496H attenuators steps

Manual RF step attenuators | Agilent 8494A & 8496A 1 & 10 dB steps

Directional couplers Narda 3042B-10 10 dB, .92 t0 2.2 GHz

Directional coupler Narda 3022 20 dB, 1-4 GHz

Noise diode HP 346B Min 14 dB ENR

Amplifier Mini-Circuits ZEL-1217LN | 1.2 to 1.7 GHz 20 dB gain,
low noise amp

Arbitrary waveform TEK AWG2021-02 Dual channel with defined

generator waveforms

GPS simulator PCSG Scenario- 6 satellite static,
PCSG has integrated data
collection

Signal generator HP8648D 9KHz to 4 MHz range

IEEE 488 bus controller Laptop computer with Custom LabView program

HPIB interface
DC power supplies as needed For diode, UWB, amp
AC power supply 400 cycle 125V MAGR power

The equipment is interconnected as show in Figure 1. The throughput loss for the signal
paths are determined and recorded. These paths are from the UWB output coax
connection to the MAGR input connector, from the GPS simulator connection to the
MAGR input connector, and from the CW Signal generator output connector to the
MAGR.

The noise pat